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Information System (LIMS)
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PLEASE BE ADVISED THAT ALL NOTIFICATIONS, RELEASES, AND ADDENDUMS ASSOCIATED
WITH THIS RFP WILL BE POSTED AT:

http://www.bgs.state.vt.us/pca/bids/bids.php

THE STATE WILL MAKE NO ATTEMPT TO CONTACT INTERESTED PARTIES WITH UPDATED
INFORMATION. IT IS THE RESPONSIBILITY OF EACH BIDDER TO PERIODICALLY CHECK THE
ABOVE WEBPAGEFOR ANY AND ALL NOTIFICATIONS, RELEASES AND ADDENDUMS
ASSOCIATED WITH THIS RFP.

STATE CONTACT: Kyle Emerson, State Purchasing Agent
E-MAIL: SOV.ThePathForward @vermont.gov
USE SUBJECT : VCCB LIMS
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1. OVERVIEW:

1.1. SCOPE AND BACKGROUND: Through this Request for Proposal (RFP) the State of Vermont Cannabis
Control Board (CCB) (hereinafter the “State”) is seeking to establish contracts with one or more
companies that can provide a Cloud Hosted Cannabis Laboratory Information System (LIMS).

1.2. CONTRACT PERIOD: Any Contract(s) arising from this RFP will be for a period of three years with an
option to renew for up to two additional twelve-month periods. The State anticipates the start date for
such contract(s) will be December 12, 2026.

1.3. SINGLE POINT OF CONTACT: All communications concerning this RFP are to be addressed in writing
to the State Contact listed on the front page of this RFP. Actual or attempted contact with any other
individual from the State concerning this RFP is strictly prohibited and may result in disqualification.

1.4. QUESTION AND ANSWER PERIOD: Any bidder requiring clarification of any section of this RFP or
wishing to comment on any requirement of the RFP must submit specific questions in writing no later than
the deadline for question indicated on the first page of this RFP. Questions may be e-mailed to the point
of contact on the front page of this RFP. Questions or comments not raised in writing on or before the last
day of the question period are thereafter waived. At the close of the question period a copy of all
questions or comments and the State's responses will be posted on the State’s web site
http://www.bgs.state.vt.us/pca/bids/bids.php . Every effort will be made to post this information as soon as
possible after the question period ends, contingent on the number and complexity of the questions. All
information provided by vendors during this process will be public and bidders shall not provide
confidential information, except as described in 4.1 below.

1.5. CHANGES TO THIS RFP: Any modifications to this RFP will be made in writing by the State through the
issuance of an Addendum to this RFP and posted online at http://www.bgs.state.vt.us/pca/bids/bids.php .
Modifications from any other source are not to be considered.

2. DETAILED REQUIREMENTS/DESIRED OUTCOMES:

2.1. The State of Vermont is interested in obtaining bids to meet the following business need(s):

The State of Vermont CCB Quality Control Laboratory is anticipated to open in November 2026. The
laboratory will provide testing for cannabis potency, shelf-life, and the presence of pesticides and
pathogens; the CCB Compliance team requires these testing services to ensure product safety and quality
standards.

The outcome of this RFP is to select and contract with a vendor to provide the State with a cloud Hosted
LIMS (Laboratory Information Management System), configured with a cannabis targeted module, to allow
the State to meet the basic requirements of effectively managing the operations of a modern laboratory.

2.2.Functional and Non-Functional Requirements — Detailed functional and non-functional, assay, and
implementation requirements are provided in Exhibit A — Vermont Cannabis Control Board Business Rules,
Exhibit B — Vermont Cannabis Control Board Laboratory Assay List, and Exhibit C — Bidder Response Form
(Part 3: Functional Requirements, Part 4: Non-Functional Requirements). These exhibits are incorporated
into this RFP and, together, define the detailed requirements against which proposals will be evaluated.

2.2.1.Functional Requirements: The proposed solution shall provide the functionality necessary to
support the CCB QC Laboratory’s sample management, laboratory analysis, reporting, and LIMS
administration needs. Requirements include, but are not limited to, sample intake and tracking;
sample identification, labeling, and photography; assay and analyte management; laboratory run and
test-result management; instrument integration; quality control and review workflows; Certificate of
Analysis (COA) generation, review, and release; notifications and reporting; configurable
specifications, users, labels, and COA layouts; and the ability to support and scale testing capabilities
as regulatory and laboratory needs evolve. The solution shall support the cannabis testing
requirements identified by CCB, including potency, pesticides, pathogens, mycotoxins, and residual
solvents, and shall enable CCB-branded COAs
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2.2.2.Non-Functional Requirements: The proposed solution shall meet the State’s technical, operational,
authentication, and security requirements, including, but not limited to, hosting and data center
requirements; backup, recovery, data retention, and disaster recovery; application management and
service-level expectations; integration with the State’s identity providers and authentication standards;
and documented security practices, controls, monitoring, and compliance.

2.2.3.Data Compliance

2.2.3.1. Solutions must adhere to applicable State and Federal standards, policies, and laws based
on the type of data that will be stored, accessed, transmitted and/or controlled by the solution.

2.2.3.2. Data Compliance requirements are included in Exhibit C — Bidder Response Form part
4.5. The boxes in the table that are checked are applicable to the solution

2.2.3.3. The system will hold pre-released test results, OOS findings that trigger enforcement, and
licensee identity (sole-proprietor cultivators are individuals)

GENERAL REQUIREMENTS:

3.1. PRICING: Bidders must price the terms of this solicitation at their best pricing. Any and all costs that
Bidder wishes the State to consider must be submitted for consideration. If applicable, all equipment
pricing is to include F.O.B. delivery to the ordering facility. No request for extra delivery cost will be
honored. All equipment shall be delivered assembled, serviced, and ready for immediate use, unless
otherwise requested by the State.

3.1.1.Prices and/or rates shall remain firm for the initial term of the contract. The pricing policy submitted by
Bidder must (i) be clearly structured, accountable, and auditable and (ii) cover the full spectrum of
materials and/or services required.

3.1.2.Cooperative Agreements. Bidders that have been awarded similar contracts through a competitive
bidding process with another state and/or cooperative are welcome to submit the pricing in response
to this solicitation.

3.2. STATEMENT OF RIGHTS: The State shall have the authority to evaluate Responses and select the
Bidder(s) as may be determined to be in the best interest of the State and consistent with the goals and
performance requirements outlined in this RFP. The State of Vermont reserves the right to obtain
clarification or additional information necessary to properly evaluate a proposal. Failure of bidder to
respond to a request for additional information or clarification could result in rejection of that bidder's
proposal. To secure a project that is deemed to be in the best interest of the State, the State reserves the
right to accept or reject any and all bids, in whole or in part, with or without cause, and to waive
technicalities in submissions. The State also reserves the right to make purchases outside of the awarded
contracts where it is deemed in the best interest of the State.

3.2.1.Best and Final Offer (BAFO). At any time after submission of Responses and prior to the final
selection of Bidder(s) for Contract negotiation or execution, the State may invite Bidder(s) to provide a
BAFO. The state reserves the right to request BAFOs from only those Bidders that meet the minimum
qualification requirements and/or have not been eliminated from consideration during the evaluation
process.

3.2.2.Presentation. An in-person or webinar presentation by the Bidder may be required by the State if it
will help the State’s evaluation process. The State will factor information presented during
presentations into the evaluation. Bidders will be responsible for all costs associated with providing
the presentation.
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3.3. CONFLICTS OF INTEREST:

3.3.1.0rganizational Conflict of Interest (OCOI): An OCOI arises when a bidder as a business entity has
interests (for example, customers, partners, contracts) that could undermine, or reasonably be
perceived to undermine, its faithful and unbiased performance of a contract with the State that may
result from this solicitation.

3.3.2.Personal Conflict of Interest (PCOI): A PCOI arises when an interest held by an individual, agent or
employee of a bidder could undermine, or reasonably be perceived to undermine, its faithful and
unbiased performance of a contract with the State that may result from this solicitation.

3.3.3.Requirements: The State does not seek to contract with any individual or business entity having a
conflict of interest which cannot be mitigated to the State’s satisfaction. To ensure the State’s
awareness of actual, potential, or reasonably perceived PCOls and OCOils, bidders shall:

a) Prior to submitting a proposal, conduct an internal review of its current affiliations and activities and
identify actual, potential, or reasonably perceived PCOls or OCOls relative to a contract with the
State that may result from this solicitation.

b) Disclose in your proposal any actual or potential PCOI or OCOI or the existence of any facts that
may cause a reasonably prudent person to perceive a PCOI or OCOI with respect to a contract
with the State that may result from this solicitation. Disclose, also, any actions proposed to mitigate
the PCOI or OCOI.

3.3.4.The State shall have sole discretion to determine whether a PCOI or OCOI can be mitigated to the
State’s satisfaction and may discuss the conflict with the bidder if and to the extent the State deems
discussion necessary to its determination. The State reserves the right to (a) reject from further
consideration any proposal having a PCOI or OCIO that cannot be mitigated to the State’s full
satisfaction and (b) terminate a contract upon discovery that a contractor failed to disclose facts
pertaining to a PCOI or OCOl in its proposal, or otherwise misrepresented relevant information to the

State.

3.4. WORKER CLASSIFICATION COMPLIANCE REQUIREMENTS: In accordance with Section 32 of The
Vermont Recovery and Reinvestment Act of 2009 (Act No. 54), Bidders must comply with the following
provisions and requirements.

3.4.1.Self Reporting: For bid amounts exceeding $250,000.00, Bidder shall complete the appropriate
section in the attached Certificate of Compliance for purposes of self-reporting information relating to
past violations, convictions, suspensions, and any other information related to past performance
relative to coding and classification of workers. The State is requiring information on any violations
that occurred in the previous 12 months.

3.4.2.Subcontractor Reporting: For bid amounts exceeding $250,000.00, Bidders are hereby notified that
upon award of contract, and prior to contract execution, the State shall be provided with a list of all
proposed subcontractors and subcontractors’ subcontractors, together with the identity of those
subcontractors’ workers compensation insurance providers, and additional required or requested
information, as applicable, in accordance with Section 32 of The Vermont Recovery and
Reinvestment Act of 2009 (Act No. 54). This requirement does not apply to subcontractors providing
supplies only and no labor to the overall contract or project. This list MUST be updated and provided
to the State as additional subcontractors are hired. A sample form is available online at
http://bgs.vermont.gov/purchasing-contracting/forms. The subcontractor reporting form is not
required to be submitted with the bid response.

3.5. EXECUTIVE ORDER 05-16: CLIMATE CHANGE CONSIDERATIONS IN STATE PROCUREMENTS:

For bid amounts exceeding $25,000.00 Bidders are requested to complete the Climate Change
Considerations in State Procurements Certification, which is included in the Certificate of Compliance for

this RFP.
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After consideration of all relevant factors, a bidder that demonstrates business practices that promote
clean energy and address climate change as identified in the Certification, shall be given favorable
consideration in the competitive bidding process. Such favorable consideration shall be consistent with
and not supersede any preference given to resident bidders of the State and/or products raised or
manufactured in the State, as explained in the Method of Award section. But, such favorable
consideration shall not be employed if prohibited by law or other relevant authority or agreement.

3.6. METHOD OF AWARD: Awards will be made in the best interest of the State. The State may award one or
more contracts and reserves the right to make additional awards to other compliant bidders at any time if
such award is deemed to be in the best interest of the State.

3.6.1.Evaluation Criteria: Consideration shall be given to the Bidder’'s project approach and methodology,
qualifications and experience, ability to provide the services within the defined timeline, cost, and/or
success in completing similar projects, as applicable, and to the extent specified below:

Evaluation Factors Total Points for
This Factor

Ability to meet functional and non-functional requirements 25%

Total Cost 25%

Timeline for implementation 20%

Qualifications and Experience in Cannabis LIMS solution 15%

Project approach and methodology 15%

3.7. CONTRACT NEGOTIATION: Upon completion of the evaluation process, the State may select one or
more bidders with which to negotiate a contract, based on the evaluation findings and other criteria
deemed relevant for ensuring that the decision made is in the best interest of the State. In the event State
is not successful in negotiating a contract with a selected bidder, the State reserves the option of
negotiating with another bidder, or to end the proposal process entirely.

3.8. COST OF PREPARATION: Bidder shall be solely responsible for all expenses incurred in the preparation
of a response to this RFP and shall be responsible for all expenses associated with any presentations or
demonstrations associated with this request and/or any proposals made.

3.9. CONTRACT TERMS: The selected bidder(s) will be expected to sign a contract with the State,
including the Standard Contract Form, Attachment C and Attachment D as attached to this RFP for
reference. If you are unable to agree to the contract or supplemental terms and conditions, please
identify them in your RFP response. Please note that these provisions are standard for State
contracts and generally cannot be modified.

3.10.Business Registration. To be awarded a contract by the State of Vermont a bidder (except an individual
doing business in his/her own name) must be registered with the Vermont Secretary of State’s office
https://sos.vermont.gov/corporations/registration/and must obtain a Contractor’s Business Account Number
issued by the Vermont Department of Taxes http://tax.vermont.gov/ .

3.10.1. The contract will obligate the bidder to provide the services and/or products identified in its bid, at
the prices listed.

3.11.Payment Terms. Percentage discounts may be offered for prompt payments of invoices; however, such
discounts must be in effect for a period of 30 days or more in order to be considered in making awards.

3.12.Retainage. In the discretion of the State, a contract resulting from this RFP may provide that the State
withhold a percentage of the total amount payable for some or all deliverables, such retainage to be
payable upon satisfactory completion and State acceptance in accordance with the terms and conditions
of the contract.

3.13.Quality. If applicable, all products provided under a contract with the State will be new and unused, unless
otherwise stated. Factory seconds or remanufactured products will not be accepted unless specifically
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requested by the purchasing agency. All products provided by the contractor must meet all federal, state,
and local standards for quality and safety requirements. Products not meeting these standards will be
deemed unacceptable and returned to the contractor for credit at no charge to the State.

3.14. DEMONSTRATION: An in-person or webinar demonstration by the Bidder may be required by the State if
it will help the State’s evaluation process. The State will factor information presented during
demonstrations into the evaluation. Bidder will be responsible for all costs associated with the providing
the demonstration.

3.15.INDEPENDENT REVIEW: Certain State information technology projects require independent expert
review as described under 3 V.S.A. § 3303(d). Such review, if applicable, will inform the State’s decision to
award any contract(s) resulting from this RFP.

Exhibit D - Requirement for Bidders to Disclose Al usage in Proposals: Bidders are responsible for
reviewing and considering all requirements and information contained in Exhibit D as part of preparing their
proposal. Bidders shall ensure that their proposed solution and approach address all applicable requirements
identified in Exhibit D.

CONTENT AND FORMAT OF RESPONSES: The content and format requirements listed below are the
minimum requirements for State evaluation. These requirements are not intended to limit the content of a
Bidder’s proposal. Bidders may include additional information or offer alternative solutions for the State’s
consideration. However, the State discourages overly lengthy and costly proposals, and Bidders are advised to
include only such information in their response as may be relevant to the requirements of this solicitation.

5.1. Unsolicited Bidder-Confidential Information Prohibited. Bidders are hereby expressly directed not to
include any confidential information in their proposal submissions, except as specifically permitted below.
By submitting a proposal in response to this RFP, vendors acknowledge and agree to abide by the terms
and conditions outlined in this document, including the prohibition on submitting confidential information.
This prohibition reduces the burden on the State while preventing vendor-confidential information from
entering the public record.

5.2. Disclosure under Public Records Act. All information received by the State in response to this
solicitation will become part of the contract file and subject to public disclosure in accordance with the
State’s Public Records Act, 1 V.S.A. § 315 et seq. The State may also choose to publicly post responses
to this solicitation and the resulting agreement(s), following conclusion of this procurement process.

5.3. Unsolicited Confidential Materials. This RFP does not solicit bidder confidential information and bidders
are expressly prohibited from providing confidential information in response to this RFP. All materials
furnished by bidders in response to this RFP, including those marked as confidential by bidders, are
subject to disclosure if requested under the Public Records Act, or public posting.

5.4. State Not Responsible for Disclosure of Unmarked Bidder-Confidential Information. It is the
sole responsibility of the bidder to ensure that, other than where specifically directed or permitted by this
RFP and accordingly marked as described below, no information that should not be publicly disclosed is
included in their proposal materials, including any 1) trade secrets or intellectual property, 2) proprietary
financial or business information, 3) personal information, or 4) any other information that should not be
disclosed to the public. For example, bidders should avoid including specific details of their proprietary
technologies or methodologies that they consider confidential, and any references to previous client
engagements should be presented in a manner that does not disclose the client's confidential information.

5.5. The bid should include a Cover Letter and Technical Response and Price Schedule.
5.6. COVER LETTER:

5.6.1.Exceptions to Contract Terms and Conditions. Bidders are expected to accept State terms,
conditions, and templates as set forth in the sample contract attached to this RFP. By submitting a
proposal in response to this RFP, bidders are confirming their concurrence unless, and then only to
the extent bidder proposes exceptions in the Bidders Response Form attached to this RFP (if one is
used) or otherwise in the cover letter to bidder’s proposal. However, the State is not bound to accept
any exceptions and taking such exceptions may cause a proposal to be not in the best interests of the
State. If exceptions are not noted in the response to this RFP but raised during contract negotiations,
the State reserves the right to cancel the negotiation if deemed to be in the best interests of the State.
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5.7. TECHNICAL RESPONSE. In response to this RFP, a bidder shall:
5.7.1.Provide details concerning your form of business organization, company size and resources.
5.7.2.Describe your capabilities and particular experience relevant to the RFP requirements.

5.7.3.1f you have experience working with the State of Vermont, identify all current or past State projects.
Provide the name of the Vermont department or agency and the project title or a brief description of
the work. Do not include references or statements from State of Vermont agencies or employees.

5.7.4.1dentify the names of all subcontractors you intend to use, the portions of the work the subcontractors
will perform, and address the background and experience of the subcontractor(s), in response to the
questions described above in this section.

5.8. REFERENCES. Provide the names, addresses, and phone numbers of at least three companies with
whom you have transacted similar business in the last 12 months. You must include contact names who
can talk knowledgeably about performance. Do not list a State of Vermont agency or employee as a
reference.

5.9. REPORTING REQUIREMENTS: Provide a sample of any reporting documentation that may be applicable
to the Detailed Requirements of this RFP.

5.10.PRICE SCHEDULE: Bidders shall submit their pricing information in the Price Schedule included in the
Bidder Response Form.

5.11.STATE OF VERMONT BIDDER RESPONSE FORM: This form must be completed and submitted as part
of the response for the proposal to be considered valid. The State of Vermont Bidder Response Form
provides a standard format and content for bidder proposals. When required, this form will prompt Bidders
to supply the information required in the above RFP sections 5.6 through 5.9 Note: In addition to
completing the State of Vermont Bidder Response Form, Bidders are required to provide the specific
attachments that are described within the Bidder Response Form.

SUBMISSION INSTRUCTIONS:

6.1. CLOSING DATE: Bids must be received by the State by the due date specified on the front page of this
RFP. Late bids will not be considered.

6.1.1.The State may, for cause, issue an addendum to change the date and/or time when bids are due. Ifa
change is made, the State will inform all bidders by posting at the webpage indicated on the front
page of this RFP.

6.1.2.There will not be a public bid opening. However, the State will record the name, city and state for any
and all bids received by the due date.

6.2. ELECTRONIC BIDS ONLY: All bids under this RFP must be submitted electronically in accordance with
the submission requirements herein.

6.2.1.Electronic bids will be accepted via email submission to SOV.ThePathForward@vermont.gov. The
subject line of the email submission must reference the Project Title as indicated on the front page of
this RFP.

6.2.1.1. Bids must consist of a single email with a single, digitally searchable PDF attachment
containing all components of the bid. Multiple emails and/or multiple attachments will not be
accepted.

6.2.1.2. There is an attachment size limit of 40 MB. It is the Bidder’s responsibility to compress the PDF
file containing its bid if necessary in order to meet this size limitation. It is also the Bidder's
responsibility to ensure that their own email system can send and receive messages up to this
size.
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7. BID SUBMISSION CHECKLIST:
v Cover Letter

v' Redacted Technical Response, if applicable

v' Exhibit C State of Vermont Bidder Response Form and Attachments

o Technical Response (included in Bidder Response Form)
o References (included in Bidder Response Form)

o Price Schedule (included in Bidder Response Form)

8. ATTACHMENTS:

8.1.
8.2.
8.3.
8.4.
8.5.
8.6.
8.7.
8.8.

Worker Classification Compliance Requirement; Subcontractor Reporting Form

Exhibit A — Vermont Cannabis Control Board Business Rules

Exhibit B — Vermont Cannabis Control Board Laboratory Assay List

Exhibit C — State of Vermont Bidder Response Form

Exhibit D — Requirement for Bidder to Disclose Al Usage in Proposal

Standard State Contract with its associated attachments

Attachment C — Standard State Provisions for Contracts and Grants (February 13, 2026)

Attachment D — Information Technology System Implementation Terms and Conditions (rev. 12/09/2025)

Revised February 13, 2026

Page 8 of 10



SUBCONTRACTOR REPORTING FORM

RFP/PROJECT:
DATE:

This form must be completed in its entirety and submitted prior to contract execution and updated as
necessary and provided to the State as additional subcontractors are hired.

The Department of Buildings and General Services in accordance with Act 54, Section 32 of the Acts of 2009 and for
total project costs exceeding $250,000.00 requires bidders to comply with the following provisions and requirements.

Contractor is required to provide a list of subcontractors on the job along with lists of subcontractor’s subcontractors

and by whom those subcontractors are insured for workers’ compensation purposes.

Include additional pages if

necessary. This is not a requirement for subcontractor’s providing supplies only and no labor to the overall contract

or project.

Subcontractor

Insured By

Subcontractor’s Sub

Insured By

Date:

Name of Company:

Address:

E-mail:

By:

Contact Name:

Title:

Phone Number:

Fax Number:

Name:

Failure to adhere to Act 54, Section 32 of the Acts of 2009 and submit Subcontractor Reporting: Worker
Classification Compliance Requirement will constitute non-compliance and may result in cancellation of contract
and/or forfeiture of future bidding privileges until resolved.

Send Completed Form to:

State Contracting Entity
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Attachment C is included in this RFP for reference

ATTACHMENT C: STANDARD STATE PROVISIONS
FOR CONTRACTS AND GRANTS
REVISED FEBRUARY 13, 2026

“Attachment C: Standard State Provisions for Contracts and Grants” (revision version dated February 13,
2026) constitutes part of this Agreement and is hereby incorporated by reference as if fully set forth herein
and shall apply to the Contractor and to the purchase of all goods and/or services by the State under this
Agreement. A copy of this document is available online at: https:/bgs.vermont.gov/purchasing-

contracting/forms.
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ADS Business Transformation Office | CCB LIMS | Business Rules

Exhibit A -
Business Rule Title

Vermont Cannabis Control Board Business Rules

Business Rule

Cultivators must have their products tested in accordance with rules and guidance established in
Section 2.9 of the State of Vermont CCB Adopted Rule 2. Testing for potency of a crop must take place within the three-week

Rule Owner

Origin Date

Specific Action Limits for each required metal test can be found in the Laboratory Testing Action Limit and Parameter Guidance .

Vermont Cannabis Control Board Adopted Rule 2 . ) . : . i ) Vermont CCB |7/15/2025 State of Vermont Cannabis Control Board. Rule 2: Regulation of Cannabis Establishments
period preceding a harvest. Other testing will occur in accordance with the relevant regulations
and policies. Test results shall be saved for no less than 1 year.
Testing for Product Form - General Harvest Lot All cultivars must be individual tested for potency and pathogens. Vermont CCB |7/15/2025 State of Vermont Cannabis Control Board. Rule 2: Regulation of Cannabis Establishments
Smokable flower must be test for water activity; up to five simultaneously submitted cultivars may be comingled by the laborator . . . .
Testing for Product Form - Smokable Flower for pesticide testing y:up y ¥ g ¥ ¥ Vermont CCB |7/15/2025 State of Vermont Cannabis Control Board. Rule 2: Regulation of Cannabis Establishments
Testing for Product F - Mechanically Extracted
o(reslr:Pugse?errrgc:scs L(?trs.m echanically Extracte For mechanically extracted or infused process lots, final potency of extract must be tested. Vermont CCB |7/15/2025 State of Vermont Cannabis Control Board. Rule 2: Regulation of Cannabis Establishments
Required COAs for Mechanically Extracted or
qut Ically Bx For mechanically extracted or infused process lots, harvest lot pesticide and pathogen COAs must travel with extract.
Infused Process Lots
For all solvent extracted lots: the following must be tested:
- Pesticides
Testing for Product Form - Solvent Extracted
Procefs Lots - Residual solvents Vermont CCB |7/15/2025 State of Vermont Cannabis Control Board. Rule 2: Regulation of Cannabis Establishments
- Potency
- Heavy Metals
For finished edible products, The following must be tested:
Testing for Product Form - Finished Edible Products |i. Final product potency Vermont CCB |7/15/2025 State of Vermont Cannabis Control Board. Rule 2: Regulation of Cannabis Establishments
ii Potency consistency/homogeneity (tier and product dependent)
Required COAs for Finished Edible Products For finished edible products, harvest lot or process lot COAs must travel with the products.
F factured lots, COAs f I lotsinth facturi lot tb iated with th
Required COAs for Manufactured Process Lots ormanu a<.: ured process [ots, > from affprocess fots in the manufacturing process fot must be assoclated wi € Vermont CCB |7/15/2025 State of Vermont Cannabis Control Board. Rule 2: Regulation of Cannabis Establishments
manufacturing process lots.
All cannabis harvest lots, process lots, and products must be tested in accordance with the Laboratory Testing Action Limits and
Transfer Requirements Parameter Guidance prior to transfer or sale. Licensees are responsible for submitting samples to a certified laboratory for Vermont CCB |October 2025 Laboratory Testing Action Limits and Parameters Guidance
required testing and obtainment of necessary Certificates of Analysis (COAs).
COA for Transfer: Mechanically-Extracted Solvents For mechanically-extracted solvents, all COAs from underlying flower must be appended to the transfer form in inventory tracking. Vermont CCB |October 2025 Laboratory Testing Action Limits and Parameters Guidance
COA for Transfer: Edible Products For edible products, all COAs from underlying flower or concentrate must be appended to the transfer form in inventory tracking. Vermont CCB |October 2025 Laboratory Testing Action Limits and Parameters Guidance
COA for Transfer: Solvent-Extracted Solvent For solvent-extracted concentrates, all COAs from underlying flower must be appended to the transfer form in inventory tracking. Vermont CCB | October 2025 Laboratory Testing Action Limits and Parameters Guidance
COA for Transfer: Topical Products For topical products, all underlying flower or concentrate COAs must be appended to the transfer form in inventory tracking. Vermont CCB | October 2025 Laboratory Testing Action Limits and Parameters Guidance
COA for Transfer: Edible Products For edible products, all COAs from underlying flower or concentrate must be appended to the transfer form in inventory tracking. Vermont CCB |October 2025 Laboratory Testing Action Limits and Parameters Guidance
Water Activity Testing Cannabis Flower must have a Water Activity test of .65 or lower to be registered as a smokable flower. Vermont CCB |October 2025 Laboratory Testing Action Limits and Parameters Guidance
. All cannabis and cannabis products must undergo potency testing before registration for retail sale. Flower for retail sale may not . . - .
Potency Testing exceed 30% THC. Solid concentrates offered for retail sale may not exceed 60% THC. Vermont CCB |October 2025 Laboratory Testing Action Limits and Parameters Guidance
Allfl t be tested f th LAll hanically extracted trates to be sold at retail tund th
Pathogen Testing testi(r:;ver must be testedtor pathogens mechanically extracted concentrates to be sold at retall must undergo pathogen Vermont CCB |October 2025 Laboratory Testing Action Limits and Parameters Guidance
The following human pathogens will be measured, and the limits set, in accordance with guidance issued by the Vermont CCB:
- Shiga, toxin producing Escherichia coli (STEC
Pathogen Testing - Required Tests Salﬁwnella P & ( ) Vermont CCB |7/15/2025 State of Vermont Cannabis Control Board. Rule 2: Regulation of Cannabis Establishments
- Aspergillus
Microbial testing for cannabis and cannabis products shall be analyzed by the following allowable methods:
1) a validated method using guidelines for food and environmental testing put forth by the USP, FDA, and AOAC Appendix J and
Pathogen Testing - Microbial Testing Methods cannabis as a sample type; or Vermont CCB | October 2025 Laboratory Testing Action Limits and Parameters Guidance
2) Another approved AOAC, FDA, or validate method using cannabis as a sample type. This can include molecular methods such as
qPCR.
Initial illus testi t lyze for both li d free DNA. Initial testi t eliminate f illus DNA f th
Aspergillus Testing Sr;lmlz:)I:spergl us testing must analyze for both live andiree nitiattesting may not eliminate free aspergltius romthe Vermont CCB |October 2025 Laboratory Testing Action Limits and Parameters Guidance
If first sample is positive for aspergillus, licensee may submit up to 2 additional samples for confirmation testing. Of the 2 additional
Aspergillus Testing - Positive Samples samples, qne p05|t|\{e test result'wnl confirm t.he produc.t is p95|t|ve for aspergillus. If both additional samples test negative, the Vermont CCB | October 2025 Laboratory Testing Action Limits and Parameters Guidance
product will be confirmed negative for aspergillus. Confirmation testing must be performed by the laboratory that tested the
original sample.
Aspergillus Testing - Negative Samples If first sample is negative for aspergillus, product may move through the channels of trade. Vermont CCB | October 2025 Laboratory Testing Action Limits and Parameters Guidance
The following metals will be measured and the limits set in accordance with guidance issued by the Vermont CCB:
- Arsenic
- Cadmium
- Lead
- Mercury
Metals Testing - Chromium Vermont CCB |7/15/2025 State of Vermont Cannabis Control Board. Rule 2: Regulation of Cannabis Establishments
- Copper
- Nickel
- Zinc
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ADS Business Transformation Office | CCB LIMS | Business Rules

Business Rule Title Business Rule Rule Owner \ Origin Date Source
Aterpene test is required for the following products offered for retail sale:
- Concentrates intended for inhalation or vaporization. (Dry sift hash and bubble hash products intended for
inhalation or vaporization do not need a terpene test, unless indicated on the label. All rosin products intended
Terpene Testing for inhalation must be tested for terpenes, regardless of whether terpene content is indicated on the label.) Vermont CCB October 2025 |Laboratory Testing Action Limits and Parameters Guidance
- Any product in which terpenes have been removed and reintroduced.
- Any product with added terpenes.
- Any product that indicates terpene content on the label.
The total terpene content of a cannabis product intended for inhalation or vaporization may not exceed 10
Terpene Testing Limits percent by weight. Vermont CCB October 2025 |Laboratory Testing Action Limits and Parameters Guidance
Higher terpene concentration is acceptable only if a manufacturer demonstrates to the Board’s satisfaction that
the concentration was achieved naturally from the source plant without use of any additives.
The following solvents will be measured and the limits set in accordance with guidance issued by the Vermont CCB:
- Acetone
- Acetonitrile
- Benzene
- Butane
- Chloroform
- Ethanol
- Heptanes
- Hexanes
Residual Solvent Testing - Isopropyl alcohol Vermont CCB October 2025 |Laboratory Testing Action Limits and Parameters Guidance
- Methanol
- Methylene Chloride
- Propane
- Toluene
- Xylenes
- Any solvent not permitted for extraction
Specific Action Limits for each required residual solvent test can be found in the Laboratory Testing Action Limit
and Parameter
gaél:e’afaonl [Co€wing pesticides willbe measured and the limits set in accordance with guidance issued by the Vermont
- Acephate
- Acequinocyl
- Abamectin
- Azoxystrobin
- Bifenazate
- Bifenthrin
- Carbaryl
. . - Chlorpyrifos ) S )
Pesticide Testing - Cypermethrin Vermont CCB October 2025 |Laboratory Testing Action Limits and Parameters Guidance
- Etoxazole
- Imazalil
- Imidacloprid
- Myclobutanil
- Pyrethrinsland I
- Spinosyn
Specific Action Limits for each required pesticide test can be found in the Laboratory Testing Action Limit and
Parameter
If a comingled sample results in any quantifiable pesticide detection below the action limit, each individual strain
Pesticide Testing - Comingled included in the Vermont CCB October 2025 |Laboratory Testing Action Limits and Parameters Guidance
Sample Results comingled sample must be analyzed for pesticides, and only the individual strain test results shall be reported
back to the sample submitter.
Pursuant to Board Rule 2.2.19, licensees must make a prompt report to the Board upon discovery of adulterated
Board Reporting by Licensees | cannabis or cannabis product, regardless of cause or fault. This includes not only cannabis/cannabis products with Vermont CCB October 2025 |Laboratory Testing Action Limits and Parameters Guidance
test results exceeding action limits, but also samples with pesticide results below the action limit but above the
limit of quantification.
Actionable Test Results Licensed I.'f\boratorles must promptly notify the Board of non-compliant final test results by emailing Vermont CCB October 2025 |Laboratory Testing Action Limits and Parameters Guidance
Notification by Laboratories cc.b.clczmpllmnce@vermont.gox ; —
with “Actionable Test Results” in the subject line.
New Tests When a Iabgratpry seeks to.galn certification for a new test, it must also submit to the Board the Vermont CCB 7/15/2025 State of Vermont Cannabis Control Board. Rule 2: Regulation of Cannabis Establishments
method validation summaries for any new test.
Proficiency Alaboratory must maintain analytical proficiency for each test it administers Vermont CCB 7/15/2025 State of Vermont Cannabis Control Board. Rule 2: Regulation of Cannabis Establishments
Records lsr;l:ﬁdpl;[;?/?dt: all other relevant disclosure requirements, upon request of the Board or Board designee laboratories Vermont CCB 7/15/2025 State of Vermont Cannabis Control Board. Rule 2: Regulation of Cannabis Establishments
full access to all test records.
Maintenance of Certifications Laboratories must maintain their certifications and accreditations and notify the Board if any lapse. Vermont CCB 7/15/2025 State of Vermont Cannabis Control Board. Rule 2: Regulation of Cannabis Establishments
Changes to Parameters of :—:;iizar;dqzeizgs discretion to change or add testing parameters, required pathogens, or other substances to the Vermont CCB 7/15/2025 State of Vermont Cannabis Control Board. Rule 2: Regulation of Cannabis Establishments
Testing Methods under the adopted CCB Rule 2.
A"cannabis establishment” is a cannabis cultivator, propagation cultivator, wholesaler, product manufacturer,
Cannabis Establishments retailer, testing Vermont 2020 Vermont Statute Title 7, Chapter 33: Cannabis Establishments
laboratory, or integrated licensee licensed by the Vermont CCB to engage in commercial cannabis activity in Statute
accordance with state statutes.
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ADS Business Transformation Office | CCB LIMS | Business Rules

Collection of Samples for
Compliance Investigations

Cannabis Establishments shall submit to inspections of their physical site of operations and their records upon
request of the Board or a Board designee. Inspection may include uncompensated retention of product samples
for laboratory analysis.

Vermont CCB

7/15/2025

State of Vermont Cannabis Control Board. Rule 4: Compliance and Enforcement
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Exhibit B - Vermont Cannabis Control Board Laboratory Assay List

ADS Business Transformation Office | CCB LIMS | Assay List

ASSAY

ANALYTES/TARGETS

METHOD

Potency

Delta-8 THC
Delta-9 THC
Delta-10 THC
THCA

CBD

CBDA

CBDV

CBN

CBG

CBC

THCV

HPLC

Residual Solvents

Acetone
Acetonitrile
Benzene

Butane
Chloroform
Ethanol

Heptanes

Hexanes

Isopropyl alcohol
Methanol
Methylene Chloride
Propane

Toluene

Xylenes

Any solvent not permitted for extraction

GC/MS

Pesticides

Acephate
Acequinocyl
Abamectin
Azoxystrobin
Bifenazate
Bifenthrin
Carbaryl
Chlorpyrifos
Cypermethrin
Etoxazole
Imazalil
Imidacloprid
Myclobutanil
Pyrethrinsland I
Spinosyn

LC/MS/MS

Pathogens

Shiga, toxin producing Escherichia coli (STEC)

Salmonella
Aspergillus niger
Aspergillus flavus
Aspergillus fumigatus
Aspergillus terreus

qPCR

Mycotoxins

Alfatoxin B1
Alfatoxin B2
Alfatoxin G1
Alfatoxin G2
Ochratoxin A

LC/MS/MS

The CCB QC Lab will not conduct Metals testing.

The CCB QC Lab may begin Terpene testing in the near
future (1-2 years). See requirement Manage Assays.
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State of Vermont Bidder Response Form

endor Instructions:

Provide the information requested in this form and submit it to the State of Vermont as part of your Request for
Proposal (RFP) response. All answers must be provided within the form unless otherwise specified.

Important: This form must be completed and submitted in response to this RFP for
your proposal to be considered valid. The submission must also include the eight (8)
additional artifacts requested within this form (denoted by underlined green font).

See the RFP for full instructions for submitting a bid. Bids must be received by the due date and at the location
specified on the cover page of the RFP.

Direct any questions you have concerning this form or the RFP to:

Kyle Emerson, State Purchasing Agent
State of Vermont
Office of Purchasing & Contracting
E-mail Address: SOV.ThePathForward@vermont.gov

Page | 2
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Part 1: VENDOR PROFILE

1. Complete the table below.

Item Detail

Company Name: [insert the name that you do business under]
Physical Address: [if more than one office — put the address of your head office]
Postal Address: [e.g. P.O Box address]

Business Website:

[url address]

Type of Entity (Legal
Status):

[sole trader/partnership/limited liability company or specify other]

Primary Contact:

[name of the person responsible for communicating with the Buyer]

Title: [job title or position]
Email Address: [email]

Phone Number: [landline]

Fax Number: [fax]

2. Provide a brief overview of your company including number of years in business, number of employees, nature of business, and description of

clients. Identify any parent corporation and/or subsidiaries.

3. Is your organization currently or has it previously provided solutions and/or services to any agency or entity of the Vermont State government
within the past five years? If so, include a complete list of the State entities, the solutions and/or services provided, and the dates your
organization provided the State with these services in the last five years.

Page | 3
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4. Provide a Financial Statement* for your company and label it Attachment #1. This requirement can be filled by:
* A current Dun and Bradstreet Report that includes a financial analysis of the firm;
*  An Annual Report if it contains (at a minimum) a Compiled Income Statement and Balance Sheet verified by a Certified Public
Accounting firm; or
» Tax returns and financial statements including income statements and balance sheets for the most recent 3 years, and any available
credit reports.

A confidentiality statement may be included if this financial information is considered non-public information

*Some types of procurements may require bidders to provide additional or specific financial information. Any such additional requirements will
be clearly identified and explained within the RFP and may include supplemental forms in addition to this Bidder Response Form.

5. Disclose any judgments, pending or expected litigation, or other real potential financial reversals, which might materially affect the viability or
stability of your company or indicate below that no such condition is known to exist. A confidentiality statement may be included if this
information is considered non-public information

6. Provide a list of three references similar in size and industry (preferably another governmental entity). References shall be clients, other than the
State of Vermont, who have implemented your Solution within the past 48 months.

Reference Company Name: [insert the name that you do business under]

Company Address: [address]

Type of Industry: [industry type: e.g., government, telecommunications, etc.]
Contact Name: [if applicable]

Contact Phone Number: [phone]

Contact Email Address: [email]

Description of system(s) [description]

implemented:

Page | 4
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Date of Implementation: [date]

Reference 2 Detail

Reference Company Name: [insert the name that you do business under]
Company Address: [address]

Type of Industry: [industry type: e.g., government, telecommunications, etc.]
Contact Name: [if applicable]

Contact Phone Number: [phone]

Contact Email Address: [email]

Description of system(s) [description]

implemented:

Date of Implementation: [date]

Reference 3 Detail

Reference Company Name: [insert the name that you do business under]

Company Address: [address]

Type of Industry: [industry type: e.g., government, telecommunications, etc.]
Contact Name: [if applicable]

Contact Phone Number: [phone]

Contact Email Address: [email]

Description of system(s) [description]

implemented:

State of Vermont Enterprise Project Management Office March 1, 2025
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Date of Implementation: [date]

PART 2: VENDOR PROPOSAL/SOLUTION

1.

2.

3.

Provide a description of the technology solution you are proposing.
Provide a description of the capabilities of the technology solution you are proposing.

If specific software is being proposed, provide a description of the:
A. Standard features and functions of the software:

B. The software licensing requirements for the solution:
=  Maximum number of concurrent users:

Give a brief description of the evolution of the system/software solution you are proposing. Include the date of the first installed site and major
developments which have occurred (e.g. new versions, new modules, specific features).

List the total number of installations in the last 3 years by the year of installation.
Provide the total number of current users for the proposed system and indicate what version they are using.
Have you implemented the proposed solution for other government entities? If so, tell us who, when, and how that implementation went?

Provide a Road Map that outlines the company’s short term and long term goals for the proposed solution/software and label it
Attachment #2. (A confidentiality statement may be included if this information is considered non-public information)

Provide a PowerPoint (minimum of 1 slide and maximum of 10 slides) that provides an Executive level summary of your proposal to the
State. Label it Attachment #3.

10. Describe any infrastructure, equipment, network or hardware required to implement and/or run the solution.

11. What is your recommended way to host this solution?

Page | 6
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12. Describe how your solution can be integrated to other applications and if you offer a standard-based interface to enable integrations.

13. Respond to the following questions about the solution being proposed:

Question

>

Does the solution use Service Oriented Architecture for
integration?

Vendor Response/Explanation

Does the solution use a Rules Engine for business
rules?

Does the solution use any Master Data Management?

oo w

Does the solution use any Enterprise Content
Management software?

=

Does the solution use any Case Management software?

e

Does the solution use any Business Intelligence
software?

Does the solution use any Database software?

(@

Does the solution use any Business Process
Management software?

—

Is this a browser based solution and if so what
browsers do you support?

Does the solution include an API for integration?

State of Vermont Enterprise Project Management Office March 1, 2025

Page | 7




P
VERMONT
State of Vermont Bidder Response Form

PART 3: FUNCTIONAL REQUIREMENTS

The table below lists the State’s Functional Requirements. Indicate the “Availability” for each requirement for your proposed solution.

Use the “Vendor Comments” column to provide any additional information or explanations.

A - Feature is available in the core (“out-of-the-box”) solution.

D - Feature is currently under development (indicate anticipated date of availability in the Vendor comments column).
C - Feature is not available in the core solution, but can provided with customization.

N - Feature is not available.

State of Vermont Enterprise Project Management Office March 1, 2025
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* B

>

Functional Requirement Description

As CCB Compliance Agents, we need to populate a
standardized laboratory requisition form, so that we
can provide the laboratory with basic information
about the licensee and sample, and indicate which
laboratory tests are needed.

Availability

Vendor Comments

| Sample Management

As a CCB QC Lab Analyst, I need to enter sample
data into the LIMS, so that essential information
about the sample remains associated to the sample
throughout lab analysis and can be included on the
Certificate of Analysis (COA) and/or other data
extracts.

As a CCB QC Lab Analyst, I need the solution to
store photos taken of samples in the LIMS and then
attach them to the COAs as needed.

2 Lab Analysis

A | As CCB QC Lab Analyst I need the LIMS to
produce a barcode and unique identifier for the
sample, so that the sample is properly tracked
through the analysis lifecycle.

B | As CCB QC Lab Analyst, I need the LIMS to

generate a printable label with the sample barcode,
identifier, and other test information, so tha the
sample is efficiently identifiable and scannable at
laboratory instruments; proper labeling ensures the
integrity of each sample and reduces the risk of
sample mix-ups and delays.

State of Vermont Enterprise Project Management Office March 1, 2025
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State of Vermont Bidder Response Form
C | As CCB QC Lab Analyst, I need to assign or
remove tests (assays) assigned to a sample,
including adding or removing specific analytes or
targets from an assay, so that I can manage the tests
that will be performed on the sample

D | AsCCB QC Lab Analyst, I need to assign samples
to a run, so that I can perform the assigned assays
by executing the run.

Page | 10
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E | Asa CCB QC Lab Analyst, I need to enter test
results for a run into the LIMS, where field checks
will ensure the entered result is valid (per
configured rules) and indicate if a result is out-of-
specification (OOS), so that the results are linked to
the sample.

F | Asa CCB QC Lab Analyst, I need to import
instrument run results directly to the LIMS, where
field checks will ensure the entered result is valid
(per configured rules) and indicate if a result is out-
of-specification (OOS), so that entering test results
into the LIMS is more efficient and less prone to
human-error.

G | As CCB QC Lab Analyst, I need the LIMS to have
workflow where another CCB QC Lab Analyst or

the CCB QC Lab Director will review entered test

results before releasing results, so that the CCB QC
Lab follows laboratory best practices.

A | AsCCB QC Lab Analyst, I need to generate a COA
for a sample; the report must contain sample
information and selected test results, so that i can
send test results to CCB Compliance.

3 Reporting

B | Asa CCB QC Lab Analyst, I need to review and
release the COA to the intended recipient, so that I
have the opportunity to review the final COA to
ensure completeness and quality before it is
released to CCB Compliance.

C | Asa CCB Compliance Agent, I need to access an
electronic copy of the COA through an online
portal, network folder, or e-mail attachment, so that
I can access the requested test results.

State of Vermont Enterprise Project Management Office March 1, 2025
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D | Asa CCB Compliance Agent, I need to receive a
notification when the analysis of a submitted
samples yields an out-of-specification (OOS) test
result, so that I can prioritize compliance follow-up
on problematic test results.

E | Asa CCB Compliance Agent, I need to view test
results by assay or licensee, so that I can assess
trends and patterns in result data

A | Asthe CCB QC Lab, we need the LIMS to be
expandable through the addition of new assays
and/or analytes/targets as tests become available,
encouraged or required by testing regulations,

so that the CCB CQ Lab can stay up-to-date in the
rapidly changing cannabis regulatory environment.

4  Manage LIMS

B | Asthe CCB QC Lab, we need to update
specifications (such as reference ranges, Action
Limits, etc.) for existing assays and analytes, so that
the CCB CQ Lab can stay up-to-date as rules
change in the rapidly changing cannabis regulatory
environment.

C | Asthe CCB QC Lab, we need the LIMS to have the
potential to 'onboard' new laboratory instruments
that may be procured by the lab, so that the CCB
CQ Lab can stay up-to-date in the rapidly changing
cannabis regulatory environment

D | Asthe CCB QC Lab, we need the COA layout to be
configurable, so that the CCB CQ Lab team can
design a COA with CCB QC Lab branding, and
decide what information is included on the COA so
that the report is complete, consistent, and deemed
'easy-to-understand' by CCB Compliance.

State of Vermont Enterprise Project Management Office March 1, 2025
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E | Asthe CCB QC Lab, we need the label layout to be
configurable, so that the CCB CQ Lab team can
design a label that fits their sample containers and
contains the information they deem necessary for
sample tracking

F | Asthe CCB QC Lab Director (or specified user
role), I need to add or remove users from the LIMS,
So that the LIMS is accessible to those who need
access to perform their essential duties, but is
restricted appropriately to secure sensitive, non-
public data.

G | Asthe CCB QC Lab Director, I need to add or
remove User Roles within the LIMS, so that the
LIMS is accessible to those who need access to
perform their essential duties, but is restricted
appropriately to secure sensitive, non-public data.

PART 4: NON-FUNCTIONAL REQUIREMENTS

The tables below list the State’s Non-Functional Requirements. Indicate if your proposed solution complies in the “Comply” column.

Yes = the solution complies with the stated requirement.
No = the solution does not comply with the stated requirement.
N/A = Not applicable to this offering.

Describe how the requirement is met in the “Vendor Description of Compliance” column.

4.1 Hosting

ID # Non-Functional Requirement Description Comply

Vendor’s Description of Compliance

149 The solution provider will provide an Availability Plan for the SaaS and
IPaaS solution. The Availability Plan must include the following:
|Availability Objectives base on the SLA

|Availability Architecture - high availability, DR, and data protection
|Availability Management - Roles and Responsibilities, RACI, specific
processes and procedures for reporting, analyzing and resolving incidents,
and communication with stakeholders. (SaaS, PaaS)

168 Solution provider will monitor critical performance parameters: these can

State of Vermont Enterprise Project Management Office March 1, 2025
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included:

CPU usage: the percentage of CPU resources consumed by the software.
IHigh CPU usage can affect the responsiveness and speed of the solution.
IMemory usage: the amount of memory allocated by the software. High
memory usage can indicate high resource consumption and affect the
performance of the solution

IRequests per minute and bytes per request: the number of requests received
by the software’s API per minute and the amount of data handled by each
request.

Latency and uptime: the delay between a user’s action on the software and
the response of the software to that action, and the availability of the
software to serve requests.

Security exposure: the degree to which the software is vulnerable to
unauthorized access, modification, or damage.

[Execution time: the time taken by the software to complete a certain
function or task.

Throughput: the rate at which the software can process data or transactions.

Page | 14
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4.2 Application Solution

Al Any solutions vendor must provide for the backup/recover,
data retention and disaster recovery of a contracted/hosted
application solution.

A2 Any solutions vendor must provide for application
management and design standard of all technology
platforms and environments for the application solution
(Development, Staging, Productions, DR, etc.)

A3 Any solutions vendor must engage the State of Vermont
using Service Level Agreements for system and
application performance, incident reporting and
maintenance.

A4 The State owns any data they enter, migrate, or transmit
into the solution and the vendor shall allow the State to
pull or copy this data at any time free of charge.

A5 As a contract deliverable, the vendor shall supply an up-to-
date data dictionary that represents all data respective of
the solution it will provide. The data dictionary must
contain the following attributes:

1. The technology (RDBMS platform) that hosts the data
source, i.e. Oracle, SQL Server, MySQL, DB2, etc.

2. The location where the data source is hosted

3. Thorough descriptions of each table in the data source

4. Thorough descriptions of each column within each
table in the data source. In addition to business
definitions, column descriptions must include the
following detail: schema names; file group names (if
applicable); data types; lengths; primary and foreign
key constrains; applied formatting; applied
calculations; applied aggregations; NULL-ability;
default values.

64 | Solutions will allow the user to export formatted reports
from the system in industry standard formats, e.g., Word,
Excel, PDF, and TXT.

State of Vermont Enterprise Project Management Office March 1, 2025
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401

Service provider will collect performance and capacity
metrics (including monitoring alerts or incidents) and will
conduct analysis of metrics to identify and remedy any
possible capacity issues.

405

The following capacity management KPIs/metrics will be
tracked and reported by the hosting service provider: Total
incidents, with cause of capacity, number of emergency
changes related to capacity incidents, comparison of
capacity forecasts against actual consumption. Service
provider will add KPIs to the above list, as requested by
the State of Vermont (SOV) in support of the business
and continuous improvement.

406

System will support concurrent internal and external users
as per contract. This will be tested using load testing prior
to go-live and periodically after major release as part of
the capacity plan.

410

If required, the Solution Provider will produce a Capacity
Management Plan. The document should include the
following

- A description of the scope and objectives of the plan,
such as the systems, services, processes, and stakeholders
involved.

- A summary of the current state of the systems and
services, such as their performance, availability,
reliability, scalability, and security.

- A forecast of the future demand and growth of the
systems and services, based on historical data, trends,
projections, and business plans.

- A gap analysis that identifies the potential risks and
issues that may arise from the mismatch between the
current and future capacity needs.

- A strategy and action plan that defines the actions and
resources needed to close the gaps and ensure adequate
capacity for the systems and services.

- A set of metrics and indicators that will be used to
monitor and report on the progress and effectiveness of
the plan.

State of Vermont Enterprise Project Management Office March 1, 2025
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- A review and update process that ensures the plan is
regularly evaluated and revised to reflect changing needs
and circumstances.

412

Service Provider will deploy capacity and performance
monitoring tools that allow servers, networks, databases,
storage, applications, data center infrastructure to scale
and shift workloads on-demand without any user
perceived interruption.

438

If necessary and required for the solution, solutions must
be able to provide services to all parts of the organization
and any external stakeholders, such as customers or
partners, using any relevant channels, such as web-based
interfaces, mobile applications, or APIs.

450

Solutions will provide new and or update existing two-
way, real-time interfaces to transfer data between the
system and 3rd party Service Providers, e.g., Insurance
Division, insurance carriers, and federal databases.

457

The solution database will provide standard data
extraction API to allow import and export of data.

481

The software shall maintain compatibility with previous
versions of APIs (Application Programming Interfaces) to
ensure that any third-party integrations or plugins
continue to function correctly.

486

The software shall provide stable APIs (Application
Programming Interfaces) that are compatible with future
versions of the software, ensuring that any third-party
integrations or plugins continue to function correctly.

495

Data transformations will be to and from normalized
formats. Normalized data formats facilitate composition
and reduce the number of transformations that will be
created and maintained. A canonical data representation
that spans the enterprise will be used, but is not required.

State of Vermont Enterprise Project Management Office March 1, 2025
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A federated approach to data normalization is required.

509 | The software shall maintain compatibility with previous
versions of Application Programming Interfaces (APIs) to
ensure third-party integrations or plugins continue to
function correctly.

ID # Non-Functional Requirement Description Comply Vendor’s Description of Compliance

4.3 Security

1. As a solution vendor, you must have documented and implemented security practices for the following and have a process to audit/monitor for
adherence. Indicate “Yes” or “No” in the “Comply” column or “N/A” if the requirement is not applicable to this offering. Use the “Vendor
Description of Applicable Security Processes” column to describe how you meet the requirement and the “Audit/Monitor” column to indicate
how you monitor for compliance. (A confidentiality statement may be included if this information is considered non-public information)
Non-Functional Requirement (801)1111) )\ Vendor’s Description Audit/Monitor Process

Description of Applicable Security Processes
428 Data center facilities must be located
within the United States to comply
with jurisdictional regulations.

Solutions handling Federal Tax
Information (FTI) or other sensitive
data must comply with FedRamp
standards to ensure data security and
515 regulatory compliance.

Access to the environment via the
State of Vermont internal network
must be controlled by a firewall that
validates communications based on
recognized protocols and approved
source/destination IP address

516 ranges.

Page | 18
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Applications accessible from the
public internet must be deployed on
dedicated Demilitarized Zone (DMZ)
servers managed by the Contractor to
ensure security and isolation from
517 internal networks.

Contractor personnel must be
authorized by the provider for network
518 and system access across all

Page | 19
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environments to maintain security
and control.

The Contractor must maintain an
isolated support network separate
from its intranet, including firewall,
VPN, intrusion detection,
authentication, reporting, and DNS
services, as the standard method for
personnel to connect to the

523 environment.

The Contractor must manage access
control to its data centers and the
environment, limiting access to State
of Vermont's network connections to
526 authorized personnel only.

Intrusion Detection Systems (IDS)
must provide continuous surveillance
to intercept and respond to security
events, with alerts forwarded to the
hosting service provider's IT security
and service desk for review and

529 response.

Secure Socket Layer (SSL) must be
deployed for all web-based
applications hosted by the
Contractor, especially those
accessible via the internet or secure
networks like hardware VPNs,

530 ensuring secure data transmission.

The Contractor must deploy non-
Secure Socket Layer (SSL)
531 applications privately, accessible

State of Vermont Enterprise Project Management Office March 1, 2025
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only through secure network
connections and not exposed to the
public internet, with State of Vermont
connections to non-internet
applications using SSL and secure
network connections.

Secure Socket Layer (SSL) -enabled
web applications accessed by the
State of Vermont (SOV) via the public
internet must be deployed internally
by the Contractor over SOV's
network, with the hosting provider
procuring and maintaining SSL

532 certificates on behalf of the SOV.

The Contractor must utilize VPN
devices in a site-to-site (network-to-
network) configuration, leveraging
either the public internet or dedicated
533 links for secure data transmission.

Internet Protocol Security (IPsec)
must be implemented within the VPN
strategy to secure data using
tunneling and encryption (168-bit
Triple DES or AES256) for data

534 privacy.

Standard network connectivity
between the Contractor and the State
of Vermont must be established
through a hardware VPN provided by

535 the hosting service provider.
Access to logs must be restricted to
538 authorized personnel based on need-

State of Vermont Enterprise Project Management Office March 1, 2025
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to-know and least privilege
principles, with log files protected
using SHA1 cryptographic hash sums
and monitored, and logs accessible
via intranet systems relocated daily to
non-intranet systems.

Access control policies and
procedures must govern resource
access within the State of Vermont
environment, including physical
servers, files, directories, services,
database tables, and network
539 protocols.

Least Privilege and Separation of
Duties (SOD) principles must be
applied to all solutions, ensuring user
permissions and system functionality
align with specific roles based on
540 access needs.

New deployments within Contractor
data centers must undergo security
technical reviews by a cross-
organization team, including
dedicated security experts, and
technologies or tools not meeting
security policies or standards must
541 not be deployed.

Security and compliance standards
for deployment environments must
remain consistent whether in
production or non-production

542 settings.

State of Vermont Enterprise Project Management Office March 1, 2025
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All permanent or contract employees
handling data must complete data
privacy awareness and corporate
ethics training, including
understanding data privacy,
recognizing risks related to personal
data, understanding their data
responsibilities, and reporting privacy
543 violations.

Server instances within deployment
environments must be isolated via
firewalls based on their application
546 role.

Remote access for Contractor
employees and subcontractors must
require IPsec or SSL-encrypted VPN
connections from non-hosting service
provider locations to access the

547 network.

Access provisioning must be
centralized and based on job roles,
requiring management approval to
ensure appropriate access levels are
549 maintained.

Access to operating systems must
require secure login procedures with
unique user IDs and strong
passwords to protect system

550 integrity.

Root passwords for hosts and
551 facilities must be changed every 30

State of Vermont Enterprise Project Management Office March 1, 2025
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days to enhance security and prevent
unauthorized access.

Employees must maintain
confidentiality of state data by signing
confidentiality agreements and
complying with company policies on
the protection of confidential

553 information.

Network controls must protect and
control State of Vermont data during
transmission, ensuring all connected
devices comply with security

554 standards and policies.

Designated personnel must handle
removable digital media according to
defined procedures, with media
securely transported, logged, and
vaulted by a third-party service
provider under contractual
obligations to comply with hosting
provider-defined media protection
555 terms.

Intrusion Detection Systems (IDS)
must provide continuous surveillance
to intercept and respond to security
events, ensuring timely detection and
556 mitigation of threats.

State of Vermont data must not be
stored on removable drives or
mediums unless encrypted to
557 safeguard sensitive information.

State of Vermont Enterprise Project Management Office March 1, 2025
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Strict restrictions must be maintained
over the distribution of media
containing state health information,
complying with information
protection, media sanitization,
privacy, and records retention

558 policies.

561 Database passwords must be
changed every 180 days to ensure
ongoing security and prevent
unauthorized access.

561 Data integrity during transmission
must be protected using strong
encryption protocols such as TLS/SSL
or IPsec, along with hashed Message
Authentication Codes (HMAC-SHA-1)
on VPN networks.

The Contractor must implement a
Security Information and Event
Management (SIEM) system to
correlate and alert on security events
from Intrusion Detection Systems
(IDS), firewall logs, and network flow
events, with monitoring conducted
562 24/7 throughout the year.

Third-party anti-virus and anti-spam
products must scan all State of
Vermont and employee emails and
attachments traversing Contractor
data centers, with the email

564 infrastructure enforcing TLS

State of Vermont Enterprise Project Management Office March 1, 2025
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encryption for both inbound and
outbound emails.

Server operating systems must be
hardened by eliminating unnecessary
services, accounts, and network
access rights to enhance security and
565 reduce vulnerabilities.

The Contractor must evaluate and
respond promptly to incidents of
unauthorized access or handling of
State of Vermont (SOV) data,
collaborating with relevant teams and
law enforcement to restore the
confidentiality, integrity, and

566 availability of SOV's environment.

Solution administrators must have
the capability to create, manage, and
assign user accounts with role-based
access, including configurations for
user groups, locations, and

571 organizational hierarchy.

The solution must provide transaction
tracking and log consolidation
capabilities across the application's
data tier to facilitate comprehensive
573 monitoring and analysis.

The solution must maintain records
of all data additions, changes, and
deletions, which must be searchable
by user/client ID, date/time, location,
and other relevant details to ensure
574 traceability and accountability.

State of Vermont Enterprise Project Management Office March 1, 2025
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Audit records must be protected from
unauthorized modifications and
require formal approval for any
changes to maintain integrity and
575 compliance.

The solution must utilize Single Sign-
On (SSO) components for
authentication and authorization to
streamline user access and enhance
579 security.

The solution must support the
protection of Personally Identifiable
Information (PII) through encryption
or de-identification techniques to
581 safeguard sensitive data.

The Contractor must certify code
against OWASP Application
Development Security Standards and
mitigate risks outlined in CWE/SANS
Top 25 Most Dangerous Software
582 Errors.

617 Authentication of external users will
be handled with a SAML or OIDC
connection with the State’s Okta
tenants in DEV, TEST and PROD
environments. Internal users shall be
authenticated with a SAML or OIDC
connection to Entra. The State's
preference is to have separate URLs
for internal and external
authentication. If the application can
only facilitate a single auth provider

State of Vermont Enterprise Project Management Office March 1, 2025
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but requires access for both internal
and external users, Okta shall be
established as the auth provider and
will route internal users to Entra. If
app functionality depends on internal
or external status, the application
must have a means to discern such
states from OIDC claims, SAML
attributes or other reliable method
approved by the State.

623

The application must have an
efficient means of provisioning new
users while adhering to principles of
least privileged access. Unless
another method is approved by the
State, this should be accomplished by
allowing any user log in to the
application but preventing use of any
functionality as directed by the State
until after an internal administrator
has approved the user for elevated
access. An administrator should be
able to approve a user for access
before or after their initial login.

State of Vermont Enterprise Project Management Office March 1, 2025
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16224

The Contractor must ensure the
System Security Plan facilitates the
development and submission of a
Statement on Standards for
Attestation Engagements (SSAE) 18,
Service Organization Control (SOC) 2
Type Il Compliance Report from
hosting providers.

The Contractor must ensure the
System Security Plan supports the
development and maintenance of

State of Vermont Enterprise Project Management Office March 1, 2025
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organizational information security
policies to ensure comprehensive
protection of data.

The Contractor must ensure the
System Security Plan includes a
Privacy Impact Analysis that
identifies data elements of the
system exposing Vermont
beneficiaries to potential privacy
threats and outlines system controls
to mitigate risks of private data
disclosure.

The Contractor must ensure the
System Security Plan establishes a
security event notification process,
event evaluation and escalation
procedures, and security event
response procedures to ensure
timely and effective handling of
security incidents.

The Contractor must ensure the
System Security Plan provides a
complete network diagram detailing
servers, printers, workstations,
firewalls, intrusion prevention
systems, network security device
internet connections, and any other
network-connected devices.

The Contractor must ensure the
System Security Plan includes
firewall security standards and
diagrams, showing sufficient detail of

State of Vermont Enterprise Project Management Office March 1, 2025
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data flows in and out of security
boundaries, including VPNs, subnets,
ports, and protocols.

The Contractor must ensure the
System Security Plan includes a
detailed strategy for system log
collection and monitoring to ensure
ongoing oversight and security.
The Contractor must ensure the
System Security Plan includes an
antivirus deployment and
maintenance plan to protect against
malware and other security threats.
The Contractor must ensure the
System Security Plan incorporates a
software maintenance strategy,
including updates for operating
systems and third-party software, to
ensure systems remain secure and
functional.

The Contractor must attest that
criminal background checks are
completed and passed by all
employees before they are granted
access to State data.

The Contractor must ensure the
System Security Plan includes
procedures to limit access to
information to individuals who need it
for their job functions, ensuring
access is restricted to the minimum
necessary information.

State of Vermont Enterprise Project Management Office March 1, 2025
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The Contractor must ensure the
System Security Plan describes how
the physical safety of data under its
control is protected using appropriate
devices and methods, such as alarm
systems, locked files, guards, or
other devices to prevent loss or
unauthorized access.

The Contractor must ensure the
System Security Plan includes
procedures to prevent unauthorized
use of passwords, access logs,
badges, or other methods designed to
prevent loss or unauthorized access
to electronically or mechanically held
data.

The Contractor must agree to comply
with Health Insurance Portability and
Accountability Act (HIPAA) Privacy
Rules as a Business Associate of the
State, ensuring adherence to federal
regulations.

16225 | The Contractor must ensure that the
System Security Plan complies with
State and Federal laws, rules,
regulations, standards, and
guidelines to include NIST Publication
800-53 current revision

16226 | The Contractor must ensure the
system(s) maintains compliance with
current and future security, privacy,
accessibility, and certification laws
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(State and Federal), regulations,
policies, and guidelines relevant to
system security, confidentiality,
integrity, availability, and
safeguarding of information. Where
any of these overlap, the Contractor
must ensure that the system(s) must
always strive to attain the more
stringent policy. The Contractor
retains responsibility for all
modifications to the system(s) to
maintain compliance according to
the terms and conditions of the
resulting Contract.

16238 | The Contractor must maintain a
Security Breach Response Team
available 24 hours a day, 7 days a
week, and within 5 minutes of
notification of an incident to respond
to security violations and breaches
(physical and electronic). This
includes communications to a
defined list of personnel at the State
tied to the State's Continuity of
Operations/Disaster Recovery. State
staff must be informed of response
plan, including specific steps and
time frames for resolution.

16241 | The Contractor must provide a State-
approved, 508-compliant user-
centered designed and intuitive

State of Vermont Enterprise Project Management Office March 1, 2025

Page | 33




P
VERMONT
State of Vermont Bidder Response Form

interface for Security Administrators
to grant, track, manage, and revoke
access for individuals. System must
also provide auditing capabilities for
approved audit resources.

16245 | The Contractor must ensure all
systems undergo Industry Standard
security testing (e.g., penetration,
physical security, web application,
social engineering, and vulnerability
tests) minimally on an annual basis,
as mutually agreed upon between the
Contractor and the State, when there
has been a significant infrastructure
change or resulting from Federal
requirements. This security testing
must be conducted at no cost to the
State and by a State-approved third
party that maintains no financial or
controlling relationship with the
Contractor. Additionally, the
Contractor must provide documented
testing results and generate
corrective action plans for any
deficiencies identified as well as be
responsible for modifications to
remain compliant based on the terms
and conditions of the Contract.

16247 | The Contractor must design and
execute security testing to prevent
unauthorized access to the system
(intrusion detection and vulnerability

State of Vermont Enterprise Project Management Office March 1, 2025
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testing) on a quarterly basis and
provide a report of all findings to the
State within 10 business days. Any
issues identified and reported to the
State are to be resolved according to
their respective SLA.

32586 | The Contractor must ensure State of
Vermont (SOV) data is not stored,
transmitted to, or accessed from
outside the United States except as
authorized in writing by SOV.

16222 | The Contractor must ensure that the
solution achieves compliance with
applicable State and Federal
regulations and standards as outlined
in the National Institute of Standards
and Technology (NIST) Publication
800-53, current revision, upon
Operational Go-Live. Compliance
must be verified through an
independent third-party production
security controls assessment. The
Contractor must ensure an
independent third-party production
security controls assessment is
conducted at least annually, at no
additional cost to the State, and
performed by a State-approved third
party that has no financial or
controlling relationship with the
Contractor.

State of Vermont Enterprise Project Management Office March 1, 2025

Page | 35




P
VERMONT

State of Vermont Bidder Response Form

The Contractor must be responsible
for implementing modifications to
maintain compliance with applicable
State and Federal regulations and
standards as outlined in the National
Institute of Standards and Technology
(NIST) Publication 800-53, current
revision, including the application of
compensating controls to address
any identified gaps.

4.4 Other Non-Functional Requirements

For each requirement listed, indicate if and how you comply or type “N/A” if it is not applicable to your offering.

4.5 Data Compliance

Vendors and their solutions must adhere to applicable State and Federal standards, policies, and laws based on the type of data that will be stored,
accessed, transmitted and/or controlled by the solution. If the “Type of Data” column is checked below, respond “Yes” or “No” in the “Comply”

column and provide an explanation on how you comply in the “Vendor’s Description of Compliance” column.

Type of Data

Applicable State & Federal
Standards, Policies, and Laws

Comply

Vendor’s Description
of Compliance

Publicly available
information

NIST 800-171

P4 Confidential Personally
Identifiable Information (PII)

State law on Notification of Security Breaches

State Law on Social Security Number Protection
State law on the Protection of Personal Information
National Institute of Standards & Technology: NIST
SP 800-53 Revision 4 “Moderate” risk controls
Privacy Act of 1974, 5 U.S.C. 552a.

State of Vermont Enterprise Project Management Office March 1, 2025
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[] Payment Card Information

Payment Card Industry Data Security Standard (PCI
DSS)v 3.2

[ Federal Tax Information

Internal Revenue Service Tax Information Security
Guidelines for Federal, State and Local Agencies:
IRS Pub 1075

] Personal Health Information
(PHI)

Health Insurance Portability and Accountability Act
of 1996: HIPAA

The Health Information Technology for Economic
and Clinical Health Act HITECH

Code of Federal Regulations 45 CFR 95.621

Type of Data

Applicable State & Federal
Standards, Policies, and Laws

Comply

Vendor’s Description
of Compliance

] Affordable Care Act
Personally Identifiable
Information (PII)

Internal Revenue Service Tax Information Security
Guidelines for Federal, State and Local Agencies IRS
Pub 1075

Minimum Acceptable Risk Standards for Exchanges
MARS-E 2.0 (Scroll down the page)

[] Medicaid Information

Medicaid Information Technology Architecture
MITA3.0
Code of Federal Regulations 45 CFR 95.621

] Prescription Information

State law on the Confidentiality of Prescription
Information

[ Student Education Data

Family Educational Rights and Privacy Act: FERPA

[IPersonal Information from
Motor Vehicle Records

Driver’s Privacy Protection Act (Title XXX)
(“DPPA”) 18 U.S.C. Chapter 123, §§ 2721 — 2725

[] Criminal Records

Criminal Justice Information Security Policy: CJIS

X Other sensitive data

Data that does not fit into the above categories but is
sensitive and requires additional protection.

L] Other: describe

[List what’s applicable or delete this line.]

4.6 State of Vermont Cybersecurity Standard Update
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Bidder shall certify by checking the box below the Solution shall not include, incorporate, rely on, utilize or be supported by any products or services
subject to the limitations provided under State of Vermont Cybersecurity Standard Update, which Bidder acknowledges has been provided to it, and is

available on-line at the following URL: https://digitalservices.vermont.gov/cybersecurity/cybersecurity-standards-and-directives

L1 Bidder hereby certifies that in connection with the Request for Proposal, none of the applicable products or services will be included in or used to

support State systems in a manner prohibited under the Standard.
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PART S: IMPLEMENTATION/PROJECT MANAGEMENT APPROACH

[Add, modify or delete information in this section to be specific to your RFP.]
1. Describe the approach you would recommend for project managing this engagement.
2. Provide a list of the standard project management deliverables that you would normally produce for this type of engagement.

3. Provide a proposed list of project phases, major milestones, and an implementation time-line. Label this Attachment #4.

4. What types of difficulties have other clients experienced with implementation of the proposed solution?

5 Describe the experience and qualifications of the Project Manager you would offer as the resource for this engagement. Provide a copy of their
resume and label it Attachment #5.

Page | 39
State of Vermont Enterprise Project Management Office March 1, 2025




P
VERMONT
State of Vermont Bidder Response Form

PART 6: TECHNICAL SERVICES

[Add, modify or delete information in this section to be specific to your RFP.]

1. Describe the technical services included in your proposal (e.g., business analysis, configuration, testing, implementation, etc.).
2. Provide a list of the standard deliverables for the technical services described above.

3. Provide a description of the roles/services/tasks the State will be expected to cover as part of this engagement. Describe any additional
roles/services/tasks that are optional, but would be beneficial for the State to provide.

4. Describe your typical conversion plan to convert data from existing systems to your proposed solution (if applicable).

5. Describe and attach your typical Implementation Plan (label it Attachment #6), which shall include planning for the transition to
maintenance and operations.

6. Describe the experience and qualifications of the technical resources proposed for this engagement. Provide their resume(s) and label them
Attachment #7.

7. Describe the training that is included in your proposal.

8. Describe the system, administrator, and/or user documentation that is included in your proposal.
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PART 7: MAINTENANCE AND SUPPORT SERVICES

[Add, modify or delete information in this section to be specific to your RFP (including specifying any required service levels).]

1. Provide answers to the questions below regarding your company’s Maintenance and Support Services:

Questions Vendor Response

Service: Customer Phone &/or Email Support
What is the method for contacting
technical support?

What are the hours of operation for
support?

What is the turnaround time for
responses?

What is the escalation process for
support issues?

Who comprises the support team
and what are their qualifications?
Define your response resolution
metrics and how you capture and
report them.

Service: Incident/Security Breach Notification and Process
Describe your identification and
notification process for security
breaches.

Service: Data Management
Describe how data is stored,
retained and backed-up (including
frequency).

Service: Hosting

Describe the hosting service and
associated service levels.
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Questions Vendor Response

Service: Scheduled Maintenance/Downtime
What is the frequency of scheduled
maintenance and downtime?

What is the notification process for
scheduled maintenance and
downtime?

Describe how “maintenance”
updates are tested with customers
prior to installing them in their live
environments.

Service: System Upgrades

Are software upgrades provided as
part of the software support
contract?

Describe your software upgrade
process.

How often are new versions
released?

Is documentation and training
provided for system upgrades?
Are there additional costs for
upgrades and/or new releases?
Describe how and when the State
will have an opportunity to test
system upgrades/releases prior to
live installation.

Describe how the State will
validate post installation and how
changes will be backed out in the

event that a problem is
encountered.
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Questions Vendor Response

Service: Bug Fixes and Minor Enhancements
Describe the frequency and
process for providing, testing, and
installing bug fixes and minor
enhancements.

Service: Disaster Recovery

Describe the disaster recovery
services included in this proposal
for any non-state hosted services.
What is your standard RPO and
RTO?

Describe the plan your company
has in place for its own disaster
recovery of any sites that may be
involved in support of this
proposal.

2. Describe how adherence to your service levels is measured and what remedies you would provide the State when performance doesn’t meet the
standard?
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PART 8: PRICING

1. Submit pricing for your proposed solution in the table below. Fill in only the lines that are applicable to your proposal. Insert lines for

additional costs, but do not delete or rename any lines in the Table. Total each column and provide a total of all columns in the “Total

Implementation, plus 5 Year Costs” box on the next page.

State of Vermont Enterprise Project Management Office March 1, 2025

Cost Type One Time. Year 1 Year 2 Year 3 Year 4 Year 5
ilmilementatloni

Enterprise Application: License Fees $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
Naintenance &0¢ 50.00 50.00 50.00 50.00 50.00 50.00
Subscription cost $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
Storage Limitations and/or Additional Fees $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
Database Software: License Fees $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
Middleware Tools: License Fees $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
Operating System Software: License Fees $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
Upgrade Costs for Later Years $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
Support and Maintenance Fees $0.00 $0.00 $0.00 $0.00 $0.00 $0.00

$0.00 $0.00 $0.00 $0.00 $0.00 $0.00
Project Management $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
Requirements $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
Design (Architect Solution) $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
Kz‘éfi‘g’gg)%te(s?;gd’ Configure or $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
System Testing $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
Defect Removal $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
Implement/Deploy or Integrate $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
Quality Management $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
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One Time Year 1 Year 2 Year 3 Year 4 Year 5
(Implementation)

Cost Type

Implementation Services Continued

Training $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
$0.00 $0.00 $0.00 $0.00 $0.00 $0.00
$0.00 $0.00 $0.00 $0.00 $0.00 $0.00

Bandwidth $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
$0.00 $0.00 $0.00 $0.00 $0.00 $0.00

Computing Hardware $0.00 $0.00 $0.00 $0.00 $0.00 $0.00

Storage and Backup Hardware $0.00 $0.00 $0.00 $0.00 $0.00 $0.00

Network Hardware $0.00 $0.00 $0.00 $0.00 $0.00 $0.00

Facilities/Data Center $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
$0.00 $0.00 $0.00 $0.00 $0.00 $0.00
$0.00 $0.00 $0.00 $0.00 $0.00 $0.00

(Hosing

Hosting Fees $0.00 $0.00 $0.00 $0.00 $0.00 $0.00

$0.00 $0.00 $0.00 $0.00 $0.00 $0.00

Total Base Costs $0.00

Total Implementation plus Five Year Costs

2. Describe any assumptions you have made in relation to the above cost and pricing information.

$0.00 |

3. Provide pricing information for any volume discounts that are available based on the number of software licenses purchased or support years
purchased.
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4. Provide pricing for any Functional Requirements marked as “C” (feature is not available in the core solution, but can be provided with

customization).

State of Vermont Enterprise Project Management Office March 1, 2025
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PART 9: TERMS AND CONDITIONS

Exceptions to the States standard terms, conditions, and templates is strongly discouraged. Accordingly, exceptions may result in a determination that
a bidders proposal is not in the best interest of the State. However, if a bidder does wish to take exception to the State’s terms, conditions, or
templates they must indicate those objections in the table below. Add lines to the table below as needed. The State considers contractor documents
the bidder wishes to append to the contract as exceptions.

Clause Location

[indicate RFP,
exhibit, attachment
or addendum,
section & page
number]|

Exception

[briefly describe your concern about this clause]

Proposed Verbiage

[describe your suggested alternative wording for the clause or your
solution]

[indicate RFP,
exhibit, attachment
or addendum,
section & page
number|

[briefly describe your concern about this clause]

[describe your suggested alternative wording for the clause or your
solution]

[indicate RFP,
exhibit, attachment
or addendum,
section & page
number]|

[briefly describe your concern about this clause]

[describe your suggested alternative wording for the clause or your
solution]

State of Vermont Enterprise Project Management Office March 1, 2025
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PART 10: CERTIFICATE OF COMPLIANCE/AUTHORIZED COMPANY SIGNATURE

A. NON COLLUSION: Bidder hereby certifies that the prices quoted have been arrived at without collusion and that no prior information
concerning these prices has been received from or given to a competitive company. If there is sufficient evidence to warrant investigation of
the bid/contract process by the Office of the Attorney General, bidder understands that this paragraph might be used as a basis for litigation.

B. CONTRACT TERMS: Bidder hereby acknowledges that is has read, understands and agrees to the terms of this RFP, including Attachment
C: Standard State Contract Provisions, and any other contract attachments included with this RFP.

C. WORKER CLASSIFICATION COMPLIANCE REQUIREMENT: In accordance with Section 32 of The Vermont Recovery and Reinvestment
Act of 2009 (Act No. 54), the following provisions and requirements apply to Bidder when the amount of its bid exceeds $250,000.00.

Self-Reporting. Bidder hereby self-reports the following information relating to past violations, convictions, suspensions, and any other
information related to past performance relative to coding and classification of workers, that occurred in the previous 12 months.

Summary of Detailed Date of Notification Outcome
Information

Subcontractor Reporting. Bidder hereby acknowledges and agrees that if it is a successful bidder, prior to execution of any contract resulting
from this RFP, Bidder will provide to the State a list of all proposed subcontractors and subcontractors’ subcontractors, together with the identity
of those subcontractors’ workers compensation insurance providers, and additional required or requested information, as applicable, in
accordance with Section 32 of The Vermont Recovery and Reinvestment Act of 2009 (Act No. 54), and Bidder will provide any update of such list
to the State as additional subcontractors are hired. Bidder further acknowledges and agrees that the failure to submit subcontractor reporting
in accordance with Section 32 of The Vermont Recovery and Reinvestment Act of 2009 (Act No. 54) will constitute non-compliance and may
result in cancellation of contract and/or restriction from bidding on future state contracts.
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D. Executive Order 05 — 16: Climate Change Considerations in State Procurements Certification

Bidder certifies to the following (Bidder may attach any desired explanation or substantiation. Please also note that Bidder may be
asked to provide documentation for any applicable claims):

1. Bidder owns, leases or utilizes, for business purposes, space that has received:
U Energy Star® Certification
0 LEED®, Green Globes®, or Living Buildings Challenges™ Certification
U Other internationally recognized building certification:

2. Bidder has received incentives or rebates from an Energy Efficiency Utility or Energy Efficiency Program in the last five years for energy
efficient improvements made at bidder’s place of business. Please explain:

3. Please Check all that apply:

U Bidder can claim on-site renewable power or anaerobic-digester power (“cow-power”). Or bidder consumes renewable electricity
through voluntary purchase or offset, provided no such claimed power can be double-claimed by another party.

O Bidder uses renewable biomass or bio-fuel for the purposes of thermal (heat) energy at its place of business.

U Bidder’s heating system has modern, high-efficiency units (boilers, furnaces, stoves, etc.), having reduced emissions of particulate
matter and other air pollutants.

U Bidder tracks its energy consumption and harmful greenhouse gas emissions. What tool is used to do this?

a

a

[

Bidder promotes the use of plug-in electric vehicles by providing electric vehicle charging, electric fleet vehicles, preferred parking,
designated parking, purchase or lease incentives, etc..

Bidder offers employees an option for a fossil fuel divestment retirement account.

Bidder offers products or services that reduce waste, conserve water, or promote energy efficiency and conservation. Please explain:
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4. Please list any additional practices that promote clean energy and take action to address climate change:

E. Executive Order 02 — 22: Solidarity with the Ukrainian People

U By checking this box, Bidder certifies that none of the goods, products, or materials offered in response to this solicitation are Russian-

sourced goods or produced by Russian entities. If Bidder is unable to check the box, it shall indicate in the table below which of the

applicable offerings are Russian-sourced goods and/or which are produced by Russian entities. An additional column is provided for any

note or comment that you may have

Provided

Equipment or
Product Note or Comment

State of Vermont Enterprise Project Management Office March 1, 2025
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F. Certification Regarding Use of Contract Funds for Lobbying. The following provision is applicable to the Contractor for contracts over
$100,000.00, and Contractor shall include this clause in all its subcontracts over $100,000.00.

1. The prospective contractor certifies, to the best of his or her knowledge and belief, under the penalties of perjury under the laws of the State
of Vermont and the United States that on behalf of the person, firm, association, or corporation he or she represents, that:

a. No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to any person for influencing or
attempting to influence an officer or employee of any Federal agency, a Member of Congress, an officer or employee of Congress, or an
employee of a Member of Congress in connection with the awarding of any Federal contract, the making of any Federal grant, the making of
any Federal loan, the entering into of any cooperative agreement, and the extension, continuation, renewal, amendment, or modification of
any Federal contract, grant, loan, or cooperative agreement.

b. If any funds other than Federal appropriated funds have been paid or will be paid to any person for influencing or attempting to influence
an officer or employee of any Federal agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of
Congress in connection with this Federal contract, grant, loan, or cooperative agreement, the undersigned shall complete and submit Standard
Form-LLL, "Disclosure Form to Report Lobbying," in accordance with its instructions.

2. This certification is a material representation of fact upon which reliance was placed when this transaction was made or entered into.
Submission of this certification is a prerequisite for making or entering into this transaction imposed by 31 U.S.C. 1352. Any person who
fails to file the required certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for each such
failure.

3. The prospective contractor also agrees that they shall require that the language of this certification be included in all lower tier
subcontracts, which exceed $100,000 and that all such recipients shall certify and disclose accordingly.
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For your bid to be considered valid, this Bidder Response Form must be signed by a duly authorized representative of the bidder, and
submitted as part of the response to the proposal.

I am authorized to submit a proposal to the State of Vermont in response to this RFP on behalf of my organization. The information provided as part
of my organization’s response is a true and accurate representation of my organization’s ability to meet the State of Vermont’s business needs as
expressed in this RFP.

Signature:

Full name:

Company:
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Exhibit D

Requirement for Bidders to Disclose Al Usage in Proposals. Artificial intelligence (Al) can
only be used to provide goods and services for the State if prior written approval is obtained
from the State. Any use of Al must adhere to the State’s Artificial Intelligence Code of
Ethics, which can be found at https://digitalservices.vermont.gov/ai. This Code of Ethics
restricts the use of Al for certain decisions and imposes various limitations. Therefore, any
bidder planning to use Al technologies in their proposal must address the following
three questions in their response to this solicitation:

1) Technologies and Functions:

a) What specific Al technologies will be utilized for this proposal, and what are their
intended functions?

2) Decision Capabilities (See 3 V.S.A. 8 3305):
a) What specific decisions will the Al system support or make?
b) Willthe system be used to make any automated final decisions?

c) How will Al-generated decisions or outputs be evaluated by humans to ensure
accuracy?

3) Human Evaluation and Fail-Safe Mechanisms:

a) What human alternatives and fail-safe mechanisms are in place to ensure service
continuity in case of Al failures?

If the State approves the use of Al, additional requirements may be included in the
contract resulting from this solicitation and the State may require additional
information before approving the use of Al. Examples of some of the additional
information the State might inquire about are included below. The below questions are
included for information only. Responses to these questions are not required.

Data Inputs and Outputs:

a) What types of data inputs does the system require, and how are these inputs
generated and processed?

b) What types of data will the system generate during its operation?

Data Security and Privacy:


https://digitalservices.vermont.gov/ai
https://legislature.vermont.gov/statutes/section/03/056/03305

c) Does your proposed use (1) rely on commercially available Al models, or do you (2)
develop or customize your own models? If you develop or customize your own
models, address the following two items:

i. Please cite any pertinent security risk management frameworks you use as
guidance (e.g., NIST-RMF, ISO-27001, ENISA, etc.).

ii.  Doyou conduct third-party audits of your Al systems (including training and
deployment environments) to ensure compliance with security standards, and
can you provide certifications or reports?

d) Will data input or generated during service delivery be shared with any other entity
or used for any other purpose, such as training Al models?

Use-Case Risk Assessment:

e) Has arisk assessment for the specific proposed use-case of this model been
conducted? Please indicate one of the following: [_] Yes, by a 3" party; [_] Yes,
internally; or [_] No.

f) If arisk assessment for this specific use-case has been conducted, please describe
any risks that were identified and your proposed and/or enacted mitigation steps.

Post-Deployment Auditing/Monitoring :

g) Describe the proposed post-deployment audit/monitoring process.
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SAMPLE
STANDARD CONTRACT FOR TECHNOLOGY SERVICES

1. Parties. This is a contract for services between the State of Vermont,

(hereinafter called “State”), and , with a principal place of business in
, (hereinafter called “Contractor”). Contractor’s form of business organization is

. It is Contractor’s responsibility to contact the Vermont Department of Taxes to
determine if, by law, Contractor is required to have a Vermont Department of Taxes Business
Account Number.

2. Subject Matter. The subject matter of this contract is services generally on the subject of
. Detailed services to be provided by Contractor are described in Attachment A.

3. Maximum Amount. In consideration of the services to be performed by Contractor, the State
agrees to pay Contractor, in accordance with the payment provisions specified in Attachment B, a
sum not to exceed $ .00.

4. Contract Term. The period of Contractor’s performance shall begin on , 20
and end on , 20

5. Prior Approvals. This Contract shall not be binding unless and until all requisite prior approvals
have been obtained in accordance with current State law, bulletins, and interpretations.

6. Amendment. No changes, modifications, or amendments in the terms and conditions of this
contract shall be effective unless reduced to writing, numbered and signed by the duly authorized
representative of the State and Contractor.

7. Termination for Convenience. This contract may be terminated by the State at any time by
giving written notice at least thirty (30) days in advance. In such event, Contractor shall be paid
under the terms of this contract for all services provided to and accepted by the State prior to the
effective date of termination.

8. Attachments. This contract consists of __ pages including the following attachments which
are incorporated herein:

Attachment A — Statement of Work
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Exhibit 1 — State Technical and Functional Requirements
Exhibit 2 — Preliminary Implementation Master Schedule
Exhibit 3 — State Third Party Software

Exhibit 4 — Contractor Software

Exhibit 5 — State Service Level Terms
Attachment B — Payment Provisions

Attachment C — “Standard State Provisions for Contracts and Grants” a preprinted form
(revision date 02/13/2026)

O 0 O O

Attachment D — Other Terms and Conditions for Information Technology Contracts
Attachment  —[OTHER DEPARTMENT ATTACHMENTS, AS APPLICABLE)]

9. Order of Precedence. Any ambiguity, conflict or inconsistency between the documents
comprising this contract shall be resolved according to the following order of precedence:

1)
2)
3)
4)
S)
6)

Standard Contract

Attachment D Other Terms and Conditions for Information Technology Contracts
Attachment C (Standard State Provisions for Contracts and Grants)

Attachment A with Exhibits

Attachment B

List other attachments as applicable

WE THE UNDERSIGNED PARTIES AGREE TO BE BOUND BY THIS CONTRACT

By the State of Vermont: By the Contractor:
Date: Date:

Signature: Signature:

Name: Name:

Title: Title:
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ATTACHMENT A
SPECIFICATIONS OF WORK TO BE PERFORMED

1. PURPOSE

This Contract sets forth the terms and conditions under which Contractor agrees to provide to the
State with a [web-based,] Contractor-supported (the “Solution”).
The Solution shall

The Contractor shall provide [development and design services, project and operations
management, support and maintenance, consulting, training, engineering and application
development , monitoring, support, backup and recovery, change management, technology
updates and upgrades and other professional services as described herein] (individually and
collectively referred to herein as the “Services”), as necessary for the State’s productive use of
the Solution as further set forth in this Contract. This Contract specifies the obligations of each
party with additional provisions detailed in the attached Attachments and Exhibits.

1.1 EXECUTIVE OVERVIEW OF SERVICES. Provide brief description of solutions being
procured and it’s use at the State.

2. EXISTING SYSTEMS.
[DESCRIBE]

3. OBJECTIVE

This Contract identifies the tasks required by each party to implement and support the Solution
through the following major activities: [development of project management planning
documentation; requirements collection and validation, Solution design, data migration,
configuration, integration and testing; deployment and training; operations, support, and
maintenance services], all as detailed herein.

The project will be executed in phases as described herein.

The successful outcome of the project is defined by the following:

e completed in accordance with this Contract and applicable project management planning
documentation;

e Resolution of all material functional and operational deficiencies prior to deployment in
the production environment;

e completed within budget;

e configured to meet all specified requirements and needs of the State;

o the Solution meets and adheres to all requirements and timeframes set forth in service
level terms set forth herein;

o the Solution is fully documented, including but not limited to requirements specifications,
architecture, design, configuration, operational environment and user manuals; and

e trained State staff and stakeholders.
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4.

The

PERIOD OF INSTALLATION AND IMPLEMENTATION AND TRAINING

period of installation and implementation and training shall not exceed

months from the date of this Contract. Support and maintenance

shall begin [upon Solution deployment] and shall continue through the Contract Term as the same
may be extended by the parties.

5.

DEFINITIONS. Capitalized terms used in this Contract not specifically defined in the

text shall have the following meanings:

@

(b)

(©

(d)

©

®

“Certificate of Acceptance” means written certification, delivered to Contractor and
signed by an authorized representative of the State, stating that any Defects in a particular
Phase or the Solution discovered after implementation and testing have been corrected as
required under this Contract, and that the Phase complies in all material respects with all
of the applicable Requirements.

“Certificate of Completion” means written certification, delivered to the State and signed
by an authorized representative of Contractor, stating that any Defects in a particular Phase
or the Solution discovered after implementation, testing and Acceptance have been
corrected as required under this Contract, and that the Phase or Solution complies in all
material respects with all of the applicable Solution Requirements. The State must provide
written acceptance to Contractor of any and all Certificates of Completion for them to
become effective.

“Contractor Personnel” means and refers to Contractor’s employees and employees of
Contractor’s permitted subcontractors or permitted agents assigned by Contractor to
perform Services under this Contract.

“Defect” means any failure by the Solution or any Phase or component thereof to conform
in any material respect with applicable Requirements.

“Defect Correction” means either a modification or addition that, when made or added to
the Solution, establishes material conformity of the Solution to the applicable
Requirements, or a procedure or routine that, when observed in the regular operation of the
Solution, eliminates the practical adverse effect on the State of such nonconformity.

“Documentation” means any and all descriptions and specifications of the Requirements
included herein or created or developed hereunder, operational, functional and supervisory
reference guides, manuals and instructive materials, in whatever form and regardless of the
media on which it may be contained, stored or transmitted, which is developed, prepared,
used or otherwise available from Contractor and/or Contractor’s suppliers, in connection
with and applicable to the provision, use, operation and support of the Services hereunder.
Documentation shall be sufficient to enable State personnel to understand, operate, use,
access, support, maintain, update and modify Services, notwithstanding that Contractor is
or may be responsible for any or all of the foregoing obligations. Documentation shall also
include all standards applicable to the Services, including those applicable to: (i) Contractor
for its own comparable items or services;
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(i1) the State for its own comparable items or services; and (iii) such standards and
guidelines as the parties mutually agree apply to the Services involved.

(2) “Final Acceptance” means the issuance of Certificate of Acceptance executed by the State
which specifies the mutually agreed upon Go Live Date for the Solution.

(h) “Facilities” means the physical premises, locations and operations owned or leased by the
State (a “State Facility”) or the Contractor (a “Contractor Facility”), and from or through
which the Contractor and/or its permitted contractors will provide any Services.

(i) "Go Live Date." The date that the all or any part of the entire Solution is first available
for use by the State in an operational, non-test environment, utilizing actual production
data.

)] “Phases.” A particular portion of the Solution, as set forth in the Implementation Master

Schedule or as may be modified in accordance with this Contract. Unless modified by
written agreement of the parties, the five project Phases are [Solution Definition and
Design, Requirements Gathering, Customization, Deployment, Training and Maintenance
and Support].

(k) “Requirements” means the State’s baseline Functional and Technical Requirements
attached as Exhibit 1 to Attachment A of this Contract.

Q)] “Service Level” means the specific level of performance Contractor is required to comply
with and adhere to in providing the Services in conformity with the Requirements,
consistent with the criteria and parameters specified in this Contract.

Service Level Terms are set forth in Exhibit _ within Attachment A to this Contract.

6. PROJECT MANAGEMENT

The scope of work as detailed below describes the services, deliverables and key assumptions.
Contractor will develop an overall project schedule that details the tasks, timelines, and
deliverables for the fully integrated solution.

6.1. CONTRACTOR PROJECT MANAGEMENT AND SUPPORT

6.1.1 CONTRACTOR’S PROJECT MANAGER

Contractor will designate an individual to serve as the “Contractor Project Manager” who will:
(1) be a senior employee within Contractor’s organization, with the information, authority and
resources available to properly discharge the responsibilities required hereunder; (ii) serve as
primary point of contact and the single-point of accountability and responsibility for all Contract-
related questions and issues and the provision of Services by Contractor; (iii) have day-to-day
responsibility for, and authority to manage, State customer satisfaction; (iv) devote full time and
dedicated efforts to managing and coordinating the Services; and (v) be located at State Facilities
or such other appropriate location as Contractor and the State may mutually agree.

Contractor’s Project Manager shall be responsible for all tasks necessary to manage, oversee, and
ensure success of the project. These tasks include documenting requirements, developing and
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updating project plans, assigning staff, scheduling meetings, developing and publishing status
reports, addressing project issues, risks, and change orders, and preparing presentations for the

State.

Contractor’s project manager shall be responsible for the successful delivery of all Contractor tasks
and subtasks defined in the Project Management Plan (as defined herein). Progress will be
monitored and plans adjusted, as necessary, in project status meetings. The Project Management
Plan deliverables (for both State and Contractor tasks) shall be updated by the Contractor, subject

Page 6 of 21

to review and approval of the State, and reports printed for each status meeting.

Contractor’s project manager shall be responsible for developing and implementing the following

project management documentation:

documentation:

1.

Change Management Plan (will dictate how
changes will be handled including any
Service level terms on over/under estimates)
Communication Management Plan (will
dictate what will be communicated, to who,
and how often)

. Requirements Management Plan (will dictate

the approach that the requirements will be
gathered, approved, and maintained)
Human Resources Management Plan (will
dictate what resources will be assigned to the
project, for how long, under what allocation,
who they report to, and how to handle
changes to the resource plan)

Procurement Management Plan (will dictate
how the vendor(s) will interact with the
project and expectations regarding vendor
relations with State resources)

Quality Management Plan (will dictate the
quality controls over the work being done on

Deliverable Description Update
Frequency

Project Charter | The Project Charter provides basic information Once unless there
about the project. It includes a: Scope Statement are changes
(what’s in and out of scope); list of Project
Deliverables; high level Project Timeline; Key
Roles & Responsibilities; known Risks,
Assumptions and/or Constraints. It should be
signed off on by the State.

Project The Project Management Plan will dictate specifics

Management on how the Contractor Project Manager will

Plan administer the project and will include the following
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the project as well as determine Key
Performance Indicators — this document is
not limited to deliverables)

7. Risk and Issues Management Plan (will
dictate how risks and issues will be managed
over the course of the project)

8. Scope Management Plan (will dictate how
the scope will be maintained to prevent
“scope creep”)

Formal Criteria that establishes what the acceptance and
Acceptance rejection criteria of each document on this list.
Criteria

Formal Obtain sign-off at the completion of each project

Acceptance deliverable as defined by the formal acceptance

Sign Off criteria.

Change Formal document which outlines any changes to the

Requests Contract scope, schedule, budget, and resources.

Change Tracks the specific change requests approved and

Requests Log their impact to the project scope, budget and
schedule.

Budget Log Outlines original Contract costs by deliverable with
billed and paid-to-date information.

Risk Log A log of all risks (opened or closed) that could
impact the project. Risks should be outlined by their
impact and their potential to occur. All risks should
have an owner.

Issue/Action A Log of open and resolved/completed Issues.

Items/Decision | Issues should be outlined by their impact, owner,

Log date of occurrence, and remediation strategy.

Decision Log A log of all decisions made over the course of the
project. Decisions should have a date and name of
decider.

Requirements Finalized list of the project requirements to be

Documents approved by the State. The approach is dictated by

the Requirements Management Plan (see Project
Management Plan), and can include:

e Stated requirements document (SRD): The
SRD contains current state process flows,
user stories, and business rules and states the
business need at a high level.

e Business requirements document (BRD):
The BRD contains a medium level of
requirements as well as required metrics of
project success.

¢ Functional requirements document (FRD):
The FRD contains detailed requirements that
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can be handed off to the Contractor for
execution.

Test Plans A description of the testing approach, participants, Once

sequence of testing and testing preparations
Test Cases & The specific test cases to be tested and the testing Create once then
Results results. Test Cases tie back to the project update with

requirements (to ensure each one has been met). Results
Implementation | The IMS outlines how the project will go-live and Once per
Master will include a mini-project plan for the exact events implementation
Schedule that need to occur assigned to the resources that

need to do them and the timeframe for when they

need to get done. (See Section 4.4 for more detail.)
Project Status Provides an update on the project health, Weekly
Reports accomplishments, upcoming tasks, risks and

significant issues. The Status Report and the project

color being report shall be developed in consultation

with the State business lead and State project

manager, as set forth in greater detail in Section

4.2.2.
Project Phase At the end of each Phase, the Contractor Project Once per phase.
Audit/Gate Manager shall submit an audit of all deliverables
Check and milestones achieved during the Phase to the

State Project manager for review.
Meeting All scheduled meetings will have an agenda and Per occurrence
Agenda/ minutes. The minutes shall contain risk issues,
Minutes action items, and decision logs. Minutes shall be

transcribed over to the main logs.
End of Project These are metrics that reflect how well the project
Metrics was performed. Metrics will be outlined in the

Quality Management Plan
Lessons A compilation of the lessons learned having 20/20 Once
Learned hindsight. Lessons learned shall be delivered in an

Excel template and collected from each of the State

and Contractor project team members to get a full

360 degree view of the project in retrospect.
Closeout This report will include all the lessons learned, Once
Report project metrics, and a summary of the project’s

implementation and outcome in operation.

Contractor shall use State templates for the foregoing, unless otherwise approved by the State. The
State Project Manager shall be responsible for the review and acceptance of project management
documentation.

Contractor’s project manager shall assist the State’s project manager (upon request) in creating
materials for periodic presentations to State project sponsors and key stakeholders. Contractor’s
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project manager may be required to present information to, and answer questions from, State
stakeholders at these presentations.

6.1.2 PROJECT MANAGEMENT AND SUPPORT

The Contractor will apply PMI (Project Management Institute’s PMBOK) principles to ensure on-
time and within-budget delivery of the Solution, while meeting all of the Requirements in this
Contract. The State will approve all project management methods and tools used during the project.
These project management methods and tools are considered project deliverables.

6.1.3 KEY PROJECT STAFF

Contractor will perform and support the Services consistent with this Contract and the Solution
Requirements. Contractor Personnel will be properly educated, trained and qualified for the
Services they are to perform and Contractor will put appropriate training in place to meet initial
and ongoing training requirements of Contractor Personnel assigned to perform Services.

() Contractor shall be responsible, at its own cost and expense, for any and all recruitment,
hiring, Contractor-specific training, education and orientation for all Contractor Personnel
assigned or to be assigned to perform Services or support the Requirements.

(b) All Contractor Personnel, in addition to any Contractor security policies and procedures,
shall be required to comply with the security requirements in this Contract

(c) Contractor shall conduct its hiring process in compliance with all applicable Federal and
State laws to include, but not be limited to, anti-discrimination laws.

(1) Eligibility for Employment: Contractor shall verify that all prospective employees
are eligible for employment in the United States.

(i) Criminal Records: Contractor or an agent of Contractor shall perform criminal
background checks on all prospective employees utilizing a national criminal database
acceptable to the State. Before any Contractor Personnel begin work on the Services x) such
background check shall have returned a “no record” result or, y) to the extent that the result
revealed that a felony record or records exist for a given individual, the associated conviction(s)
shall be unrelated to the work to be performed as specified under the Equal Employment
Opportunities Commission’s EEOC Enforcement Guidance regarding the employment of
convicted felons issued April 25, 2012. Contractor shall provide the State with notice of
proposed Contractor Personnel with felony or misdemeanor convictions that involve a crime
against a person; a crime involving the use or misuse of computer network; a crime involving
weapons, explosives or arson; a crime involving trade secret/proprietary information; a crime
involving theft, dishonesty, embezzlement, breach of fiduciary duty, identity theft, or other
financial-related crimes; a felony conviction for drug possession; or a crime involving the
distribution or trafficking of illegal drugs and/or controlled substances.

(d) All Contractor Personnel providing or assigned to provide Services or otherwise in a
position to obtain or have access to State Information, shall execute a non-disclosure

agreement in a form acceptable to the State.

(e) The timing for transfer, reassignment or replacement of Contractor Personnel will be
coordinated with requirements for timing and other elements of the Services so as to
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maintain continuity in the performance of the Services and avoid interruption or
disruption to the Services or any failures to maintain Service Levels.

Contractor shall assign the following Contractor staff (“Key Project Staff”), to meet the
Requirements of this Contract:

[INSERT]

Contractor will cause the Contractor Personnel filling the Key Project Staff positions to devote
full time and dedicated effort to the provision of the Services and the achievement of Service
Levels required for the Services, unless a lesser allocation during certain Project Phases may be
agreed in writing.

6.1.5 KEY PROJECT STAFF CHANGES

Contractor shall not change the project assignment of |
, and for the period of project implementation.

Contractor shall not change other members of Key Project Staff without providing the State written

justification, a comprehensive transition plan and obtaining prior written approval of the State.

State approvals for replacement of Key Project Staff will not be unreasonably withheld.

The replacement of Key Project Staff shall have comparable or greater skills and applied
experience than being replaced and be subject to reference and background checks described
above. If Contractor removes Key Project Staff for any reason without the State’s approval,
Contractor agrees to replace the new Key Project Staff member if performance is unacceptable to
State and provide the first thirty (30) days of a replacement resource with equivalent skill at no
charge.

Notwithstanding the foregoing, the State acknowledges that Key Project Staff may become
unavailable due to termination of employment for any reason, through disability or death, illness,
or through leave of absence such as FMLA or National Guard duty for example. In such
circumstances, Contractor shall promptly notify the State in writing of the impending or actual
departure of any Key Personnel and of the qualifications and identity of proposed replacement Key
Project Staff. The State has the right to reasonably disapprove of any replacement Key Project
Staff.

6.1.6 CONTROL OF CONTRACTOR PERSONNEL. Contractor shall be fully responsible for
the management, compensation, and performance of all Contractor Personnel, and the filing of any
and all returns and reports and the withholding and/or payment of all applicable federal, State, and
local wage tax, or employment-related taxes, including, but not limited to, income taxes, gross
receipt taxes, taxes measured by income, social security taxes, and unemployment taxes for
Contractor and Contractor's employees. Notwithstanding the foregoing, Contractor's employees
shall adhere to the State’s policies and procedures, of which Contractor is made aware while on
State Premises, and shall behave and perform in a professional manner. The State, may, in its
reasonable discretion, require Contractor to replace any Contractor Personnel, including but not
limited to Key Project Staff, working hereunder who does not adhere to,
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behave, and perform consistent with the State’s policies and procedures, or otherwise engages in
unprofessional or unethical conduct, or abuses any illegal substance or alcohol, or engages in
illegal activities or consistently underperforms. The State shall provide written notice to Contractor
of the requirement of replacement, or with whom there are irresolvable personality conflicts.
Contractor shall use reasonable efforts to promptly and expeditiously replace Key Project Staff and
replace all other personnel within fifteen (15) business days of receipt of the written notice unless
otherwise mutually agreed. The State’s right to request replacement of Contractor personnel
hereunder relates solely to the removal of individuals from work on this Contract with the State
and does not create an employment relationship. Nothing in this Contract authorizes the State to
direct the Contractor’s termination of the employment of any individual.

6.1.7 CONTRACTOR THIRD PARTY CONTRACTS. The State acknowledges and understands
that Contractor will enter into third party contracts with the following Contractor subcontractors:
(1) for ; (i)
for ; and (iii) for the
performance of Services hereunder. Contractor shall deliver a copy of all such third party contracts
to the State for review upon request. The State hereby consents to the use by Contractor of these
subcontractors, provided however that any such consent is not deemed
acceptance of the terms of any subcontracts by the State.

6.2. PROJECT PLANNING

The State and Contractor Project Managers will arrange for kick-off dates and procedures for
managing the project — such as reporting status and resolving issues. This will provide an
opportunity to introduce all key members of the project teams and walk through the project
management plan and key milestones.

6.2.1. MEETING PROTOCOLS
For regular weekly project status meetings, Contractor’s Project Manager shall provide a meeting
agenda and any handouts at least one business day in advance of the scheduled meeting.

6.2.2. PROJECT DOCUMENT STORAGE

The Contractor will establish a SharePoint site, or some other collaboration mechanism, that is
accessible to the Contractor and the State. This will provide a common area for Contractor’s project
documents, artifacts, and deliverables. Access to all SharePoint sites (or other medium of
collaboration) and all project material contained therein shall be delivered to the State upon
completion of the project.

6.2.3. STATUS REPORTS

Contractor’s Project Manager shall provide project documentation and collaboration to meet the
State’s vendor reporting requirements. If requested, the Contractor shall use the State’s Status
Report template. If no template is provided to the Contractor, the status information shall include,
at a minimum: all planned tasks accomplished for the reporting period planned tasks that are
incomplete, or behind schedule in the previous week (with reasons given for those behind
schedule); all tasks planned for the upcoming two weeks; an updated status of tasks (entered into
the Master Project Work Plan and attached to the status report — e.g., percent completed,
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resources assigned to tasks, etc.); and the status of any corrective actions undertaken. The report
will also contain items such as the current status of the project’s technical progress and contractual
obligations; achievements to date; risk management activities; unresolved issues; requirements to
resolve unresolved issues; action items; problems; installation and maintenance results; and
significant changes to Contractor’s organization or method of operation, to the project management
team, or to the deliverable schedule, where applicable. For all project services performed on a time
and materials basis, as provided herein, the Contractor shall also provide details on staff hours,
cost per activity, all expenditures and a summary of services performed for the reporting period.

The State Project Manager and Contractor’s Project Manager will come to agreement on the exact
format of the project documentation and collaboration reports, at or before the project kick-off
meeting.

Each report shall include a project dashboard at the top outlining the overall status of the project
in terms of the standard triple constraint: cost, time, resources (using a legend or icon of green,
yellow, and red based upon the following definitions):

e (Green — on track to deliver committed scope by committed deadline with committed
resources/funding.

e Yellow—not on track to deliver committed scope by committed deadline with committed
resources/funding, but have a plan to get back to green.

e Red—not on track and currently do not have a plan to get back to green. Need project
management intervention or assistance.

In the event of yellow or red overall project status, there should be a specific task(s) and/or issue(s)
identified as yellow or red which are the root cause of the overall project status being yellow or
red. These items shall be presented in sufficient detail to determine the root-cause. The Status
Report shall provide a link to the Risks and Issues Log for more detail.

The report shall include a budget section outlining original contract costs by deliverable with billed
and paid-to-date information by deliverable and in total.

6.3 IMPLEMENTATION MASTER SCHEDULE

The Contractor has compiled a preliminary “baseline” implementation master schedule (“IMS”)
using the best available knowledge at the time of Contract signing which is attached to this
Attachment A as Exhibit 2. The Contractor shall update the IMS after execution of this Contract
during the Project Development as required pursuant to the terms herein (e.g., updated tasks and
task descriptions, updated meeting dates, updated resource assignments, updated milestone
dates). Any such changes shall be communicated in writing by the Contractor to the State
Contract Manager by executing a new or revised IMS or other documentation acceptable to the
State. Such changes are subject to State review and approval. The parties shall work together to
implement the IMS changes in accordance with the terms of this Contract; provided, however, in
no event shall revisions to the IMS be deemed to amend this Contract. Changes to project scope,
term or maximum amount shall require a Contract amendment.
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The IMS is an ongoing tool for anticipating and tracking changes to expectations for all project
tasks, deliverables and milestones. The complete IMS is an integrated plan — that is, it includes
actions and deliverables from all project areas — both Contractor and State. The complete IMS,
which includes the detailed tasks and milestones, shall reside in [Microsoft Project (.mpp) format
(Version 2007 or higher)] and will be shared in the ongoing communication meetings to discuss
changes. State shall sign off on all deliverables from each Phase of the IMS before subsequent
phase work is initiated. Once sign off is complete, Contractor and State will assess readiness to
proceed with next phase.

7. SCOPE OF SERVICES.

7.1 DESCRIPTION OF SERVICES. Contractor agrees to provide and shall perform the
Services described herein in accordance with and subject to the terms and conditions set forth in
this Contract.

7.2 Project Major Phases

The Contractor shall, at a minimum, provide State access to a [web-based] Solution that meets the
tools and functionality requirements of the State set forth in Exhibit 1 to this Attachment A.
Contractor shall use system development and configuration control methodologies and the
desirable sequence of project major Phases as described herein. Estimated dates in the following
table shall be finalized in the IMS as described in Section 6.3, “Implementation Master Schedule.”

ESTIMATED
PHASE DATES PHASE DESCRIPTION

[Initiation] Kick-off meeting, Planning and preparation of project
management planning documentation.

[Requirements Contractor performs necessary requirements gathering to tinalize

Gathering] functional and technical requirements and identify gaps between
State requirements and Solution capabilities.

[Implementation] Contractor installs and configures the Solution in a Test
environment.

[Testing] State subject matter experts perform Solution testing in in a test
(not live) environment accordance with Contractor-developed
Test plans.

[Training] Contractor performs training of State personnel (train the trainer
or train the user).
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ESTIMATED
PHASE DATES PHASE DESCRIPTION
[Legacy Data Contractor shall perform all necessary legacy data migrations
Migration] using State-approved migration plan and data mapping templates.
[Deployment] Contractor implements the tested and State-approved Solution in
the production environment for additional State testing and Go-
Live.
[Post- Contractor to provide Post Implementation Support.
Implementation
Support]

7.3. State-Caused Delays. Contractor acknowledges that the State may not be able to meet the
time frames specified in an IMS or that the State may determine that it is necessary to delay and/or
modify the timing and sequencing of the implementation as provided in the IMS. While the State
is committed to the project and shall use reasonable efforts to provide staff and resources necessary
to satisfy all such time frames, the State shall not be held responsible or deemed in default for any
delays in Solution implementation provided the State uses its reasonable efforts to accomplish its
designated responsibilities and obligations as set forth in the IMS. In addition, the State may, at its
option, delay implementation and installation of the Solution, or any part thereof. Notwithstanding
any provision to the contrary, if the State Significantly Delays implementation of the Solution,
either party may make a Change Request in accordance with Section 10, “Change Order Process,”
and, if required, an amendment to this Contract. Contractor agrees to adjust the IMS and Payment
Milestones deadlines to take into account any State-caused delays; provided, however, that
Contractor shall continue to perform any and all activities not affected by such State-caused delay.
In the event the State’s adjustment to the IMS causes Contractor scheduling conflicts or personnel
unavailability, the State and Contractor shall prepare a revised mutually agreeable IMS which may
delay the commencement and completion dates of the project and shall take into consideration the
readjusted time frames and any necessary resequencing of the activities. Such readjustment,
rescheduling or modification of the Project shall be at no additional cost to the State if the delays
are less than or equal to thirty (30) days.

For purposes of this Section, a “Significant Delay” shall mean any delay that in itself will cause a
slippage of thirty (30) calendar days or more in a Go Live date.

7.4 Third Party Resources. From time to time State may request that Contractor obtain and
provide to the State, at the State’s expense, third party Resources related to the Services but outside
the scope of what Contractor is then obligated to provide hereunder, including the benefit of any
volume purchasing discounts, pricing or terms available to the State or its supplier. Contractor shall
notify the State at the time of any such request of any relationships Contractor may have with such
suppliers that may be of benefit to the State in this respect. To the extent that State may have a more
favorable relationship with any third party supplier, upon notice from State, Contractor agrees to
consider such Resources from State’s designated supplier. Contractor will not add an
administrative fee or other markup to any third party Resources it procures on
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behalf of or for the benefit of State and the Services provided hereunder.

7.5 State Third Party Software. A list of all Third Party Software licensed by the State for
purposes of Contractor’s performance of the Services is attached to this Attachment A as Exhibit
3. Contractor will assume operational and financial responsibility for such Third Party Software
and any related maintenance obligations to the same extent as if Contractor were the licensee of
such Third Party Software. Contractor will cease use of such Third Party Software upon expiration
or termination of this Contract.

8. ACCEPTANCE

8.1. Acceptance Testing by the State Following Implementation. After Contractor provides
written notice to the State that it has completed a Phase of the Solution, the State shall, in
accordance with the Formal Acceptance Criteria agreed by the parties, and with full cooperation
and assistance from Contractor, conduct all such inspections and tests of the Phase as the State
may deem necessary or appropriate to determine whether any Defects exist in the Phase as
implemented and whether the Phase as installed materially complies with all of the Installation
Test Specifications and Phase specifications as set forth in the Requirements and detailed IMS.
Such inspections and tests shall be over a duration mutually agreed upon by the State and
Contractor, per Phase, from the date a notice of completion is issued (the “Acceptance Period”).
Contractor shall correct all Defects during the Acceptance Period, demonstrate to the State that
correction of such Defects has been made, and after so demonstrating correction, shall issue to the
State a written Certificate of Completion indicating that no Defects are known to exist in the Phase
and/or Solution. The State shall be deemed to have accepted and approved the particular Phase or
Solution only upon the State’s delivery to Contractor of a signed, written Certificate of Acceptance
indicating that the Phase or the Solution, as the case may be, as completed, materially performs in
accordance with the Requirements.

If at the end of the Acceptance Period, the State has not issued a signed Certificate of Acceptance
to Contractor for that Phase or the Solution, the State may, in its sole discretion, extend the
Acceptance Period; provided, however, that the State shall respond within five (5) business days
of a written request by Contractor issued after the end of the original Acceptance Period to provide
Contractor with the State’s status of approval or disapproval for that Phase or the Solution. Any
rejection must be in writing and specify the reason for the rejection and must be based upon the
continued existence of a Defect in the Phase or Solution or failure of the Phase or Solution to
materially perform in accordance with the Requirements. The Certificate of Acceptance shall not
be unreasonably withheld by the State. If a Certificate of Acceptance for a Phase or the Solution
is signed and delivered by the State, Contractor shall sign said Certificate, with both parties
receiving a copy thereof.

9. THIRD PARTY COOPERATION

The State may hire other independent contractors as it may require to assist with the project.
Contractor will cooperate with the State and the third party, including provision of: (i) written
Documentation requested by the State; (i) commercially reasonable assistance and support
services to such third party; and (iii) reasonable access to Contractor as necessary for such third
parties to perform their work. The State shall use reasonable efforts to require such third parties
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to comply with Contractor’s reasonable requirements regarding confidentiality, operations,
standards, and security. Contractor shall support and maintain such third party work product,
provided the service provider complies with any Documentation applicable to Contractor in respect
of the Services involved.

10. CONTRACT/PROJECT CHANGE ORDER PROCESS

For projects involving IT Implementation services, where frequent and/or multiple minor changes
to the project schedule or deliverables are anticipated, the following process may be utilized to
effectuate such minor changes without undue project delays (“Change Orders”).

Changes to a Contract during its term may incur additional costs and possible delays relative to the
project schedule, or may result in less cost to the State (for example, the State decides it no longer
needs a deliverable in whole or part) or less effort on the part of a selected vendor. A Change
Order shall define the effort involved in implementing the change, the total cost or associated
savings to the State, of implementing the change, and the effect, if any, of implementing the change
on the project schedule.

Any change that alters the essential terms of the original contract, including any change that
expands or decreases the statement of work, the contract duration, the payment terms and/or the
contract maximum amount, shall require a Contract Amendment in accordance with State
contracting policies and procedures. Under no circumstances may a Change Order be used where
a Contract Amendment is otherwise required pursuant to the Contract Amendments, Approval and
Execution process set forth in State Administrative Bulletin 3.5.

Change Orders will be developed jointly and every effort will be made to adhere to the approved
Project Plan. The Project Manager for the State and the Project Manager for a Contractor will
decide whether a Change Order is necessary. If a Change Order is necessary, the Project Manager
for requesting party will prepare a Change Order Request detailing the impacts on scope, schedule,
deliverables, resources, and cost. The Change Order Request must be submitted to the non-
requesting party for review. The non-requesting party will make its best efforts to either approve
or deny the Change Order in writing within (10) business days. In no event shall any delay in the
approval or denial of a Change Request constitute a deemed approval by the State.

The State will not pay for the effort involved in developing a Change Order. The Contractor shall
bear the cost of estimating the cost or savings, time, and Contractor resources required to
implement all Change Order Requests forthcoming from the State during the course of the Project.

All Change Orders that are mutually agreed upon must:
a. be in writing and describe, with specific reference to the applicable section(s) of the
contract, what is being added, deleted or otherwise modified;

b. be signed by both the State and the Contractor;
c. include the original contract number and a sequential Change Order number;
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d. include Contractor certifications regarding Taxes, Debarment, and Child Support, as
detailed in State Administrative Bulletin 3.5, Section XIII(A)(c); and

e. be consolidated into a formal Contract Amendment whenever an amendment would
otherwise be required by State Administrative Bulletin 3.5.
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ATTACHMENT B
PAYMENT PROVISIONS

The maximum dollar amount payable under this contract is not intended as any form of a

guaranteed amount. The Contractor will be paid for products or services actually delivered or

performed, as specified in Attachment A, up to the maximum allowable amount specified on page
1 of this contract.

1.

Prior to commencement of work and release of any payments, Contractor shall submit to
the State:

a. a certificate of insurance consistent with the requirements set forth in Attachment
C, Section 8 (Insurance), and with any additional requirements for insurance as may
be set forth elsewhere in this contract; and

b. acurrent IRS Form W-9 (signed within the last six months).

Payment terms are Net 30 days from the date the State receives an error-free invoice with
all necessary and complete supporting documentation.

Contractor shall submit detailed invoices itemizing all work performed during the invoice
period, including the dates of service, rates of pay, hours of work performed, and any other
information and/or documentation appropriate and sufficient to substantiate the amount
invoiced for payment by the State. All invoices must include the Contract # for this
contract. Invoices will be submitted within (5) five business days of the date the invoice
was created.

Invoices shall be submitted to the State at the following address:

Contractor shall submit invoices to the State upon State Acceptance of a deliverable in
accordance with the schedule for delivered products, or rates for services performed set
forth below:

Specify Milestone Deliverable Payment Schedule, retainage (if any) and release point(s).
Hardware/Software

Monthly Services

Other Included Services

Optional Services

Withheld Amount

EXPENSES: The fee for services shall be inclusive of Contractor expenses.

RETAINAGE: At the discretion of the State, % of the total amount payable will be
withheld from invoice payments until satisfactory completion of deliverables or final
acceptance The State will notify the Contractor when acceptable to provide the State with
a separate invoice for the withheld retainage.
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Attachment C is included as an
attachment in the RFP.
ATTACHMENT C: STANDARD STATE PROVISIONS
FOR CONTRACTS AND GRANTS
REVISED FEBRUARY 13,2026

“Attachment C: Standard State Provisions for Contracts and Grants” (revision version dated
February 13, 2026) constitutes part of this Agreement and is hereby incorporated by reference as if
fully set forth herein and shall apply to the Contractor and to the purchase of all goods and/or services
by the State under this Agreement. A copy of this document is available online at:

https://bgs.vermont.gov/purchasing-contracting/forms.
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Contractor acknowledges that if Contractor, as a debtor in possession, or a trustee in bankruptcy in
a case under Section 365(n) of Title 11, United States Code (the "Bankruptcy Code"), rejects this
Contract, the State may elect to retain its rights under this Contract as provided in Section 365(n)
of the Bankruptcy Code. Upon written request of the State to Contractor or the Bankruptcy Trustee,
Contractor or such Bankruptcy Trustee shall not interfere with the rights of the State as provided
in this Contract, including the right to obtain the State Intellectual Property.

Revision Date February 13, 2026



1.11

Sample Service Level Agreement

Service Level Agreements and Service Level Credits

The following sections describe the State of Vermont standard set of Service Level
Agreements (SLA) and associated Service Level Credits. This information is provided as
reference and Bidders are advised that the State will address these during the negotiation
phase of this RFP.

This Section also describes the methodology for calculating Service Level credits that shall
be made available by Contractor to State if Contractor fails to meet certain Service Level
Agreements.

In the event the State (i) suffers Downtime Minutes or (ii) otherwise determines the
Contractor has failed to meet a Service Level Metric, the State shall notify the Contractor
and offset the applicable Service Level Credit from the next subsequent Contractor invoice.
Service Level requirements and details will be covered in the following sections:

e Definitions

e |Levels of Availability Summary Table

e Environments

e On-line Availability of Service

e Performance/Capacity

e Maintenance and Operations

e Real-Time Transaction Response Times (RTRT)

e Application Response Times (ART)

e Service Change Requests

e |ncident Notification

e Qut of Scope

e Response and Incident Notification Service Level Agreement Table

e Service Request

e Disaster Recovery (DR) and Backups

e Recovery Point Objective (RPO)/Recovery Time Objective (RTO)

1.1.1.1 Definitions:

All Hours — means 24 hours x 7 days x 365 days

Availability — means the availability for use by intended individual users, Solution
processes or interfacing/integrating systems of all features, functions, and processes of
the Solution.

Downtime Minutes - means the sum of minutes of each Environment within this
contract and within during the Measurement Period. Downtime Minutes excludes any
and all minutes where the applicable Environment under the Contractor’s responsibility
was not Available due to: (1) actual time incurred for performance of Maintenance



Sample Service Level Agreement

during a Maintenance Window, (2) Service Change or Change Order that result in
the applicable Environment not being Available, (3) documented problems with the
applicable Environment determined to be not within Contractor’s Scope of
responsibility, under Contractor’s Problem Management Process, (4) periods of time
attributable to State’s failure to approve the installation of Contractor-recommended
software patches or upgrades within one week of receipt of a Contractor-initiated
Change Request, or (5) periods of time attributable to problems, issues, delays or
slowness of the Internet or the User’s network or equipment.

Emergency Downtime - means unplanned down time that results from an unanticipated
emergency whereby the Contractor need to make some correction or fix to the Solution
or Solution Infrastructure which makes the Solution unavailable.

Frequency of Measurement — means when and how often the SLA will be measured and
calculated.

Maintenance Window — means a period of time that the Solution will be undergoing
prescribed maintenance to support the system.

Measurement Period - means the monthly sum of per incident of suspected
noncompliance as reported by the State to the Contractor using the Contractor ticketing
system and solution system dashboard.

Restoration - The Incident is considered “restored” when impact has been removed by
implementing a mutually agreed acceptable work around or by implementing a solution
and that Contractor submits to the State for its agreement that the impact has been
removed. The Service Level for the Incident is met if either a workaround or a solution
is implemented prior to the corresponding restoration Service Level Metric. Once a
work around or solution has been identified, the actual work needs to be implemented
via the agreed upon Service Change Management process.

Restoration calculation — Restoration metric is calculated as the number of Incidents for
Severity Level 1, Severity Level 2, and Severity Level 3 Incidents that are restored
outside the agreed upon time for each priority during the applicable measurement
period.

The time frame begins immediately upon the Contractor becoming aware of the
Severity Level 1, Severity Level 2, or a Severity Level 3 Incident via the Contractor’s
Ticketing System. Start time will be taken from the timestamp of the first update made
by the Contractor resource within the ticketing system. If a Severity Level 2 is upgraded
to a Severity Level 1 or a Severity Level 3 is upgraded to a Severity Level 2, the start time
starts at the time of the upgrade, understanding the Service Level Metric will be for the
higher Severity Level.

Restoration Time — The time period assigned for Severity Level 1, Severity Level 2, and
Severity Level 3 Incident Service Level Metric. Severity Levels are defined in Section
6.3.10.10 below.
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Restore - means that Contractor has done one of the following: (i) Correct the Incident
to restore the Solution to normal functionality in conformity with the Requirements, (ii)
Provide a Workaround, (iii) Correct a portion of the Incident to reduce the Severity
Level.

Scheduled Availability - means 24 hours x 7 days x 365 days.

Scheduled Maintenance - means Solution maintenance described in written notice from
Contractor at least five (5) days in advance that may require un-Availability that is
performed within a Maintenance Window and in accordance with such notice from
Contractor, and for which Contractor timely posts a notice of Scheduled Maintenance
per agreed procedures and reports notice to SOV before posting.

Scheduled Maintenance Downtime -means any period of un-Availability for Scheduled
Maintenance.

SLA — means Service Level Agreement.
SOV - State of Vermont.

Total Service Minutes - means the number of Minutes for each Environment within this
contract and within the applicable Measurement Period.

Un-Availability —means the opposite of Availability.

Workaround - means a temporary fix that is reasonably acceptable to SOV and that
does not resolve the underlying problem, but provides the proper results required of
the Solution (through manual processing or otherwise).

Levels of Availability Summary Table

The following is a reference table illustrating the State’s perspective of various Levels of
Availability:

AVAILABILITY % DOWNTIME PER DOWNTIME PER DOWNTIME PER
YEAR MONTH WEEK

99.9% (“three nines”) | 8.76 hrs 43.2 min 10.1 min

99.95% 4.38 hrs 21.56 min 5.04 min

99.99% (“four nines”) | 52.56 min 4.32 min 1.01 min

Environments

Contractor will apply the SLAs set forth within this section to all Environments required
to be provided by the Contractor.

On-line Availability of Service
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On-line Availability of Service:

Type

Service Level

Frequency of Measure

After Go Live Date

Description

This Service Level measures the percentage of time that the Solution
under Contractor control as delivered into production and including

all environments shall be available during the Total Service Minutes

portion for each Reporting Period.

Emergency Downtime does count against the On-line Availability SLA
if notice of Downtime is not agreed upon in advance by the State.

Reporting Period:

The monthly sum of minutes of non-compliance.

Calculation

Number of cumulative Total Service Minutes, excluding Regular,
Planned, Approved Downtime, or Approved Emergency Downtime
Minutes, divided by Total Service Minutes during the applicable
Measurement Period with the result expressed as a percentage.
Availability % = (Total Service Minutes per month — Downtime
Minutes) / Total Service Minutes per month * 100

5% of monthly charge for each percentage point below the contracted level
of availability for the month

For purposes of this SLA seconds will be rounded up to the nearest
0.5 of a second.

Data Sources:

At the time of contract award the State shall identify the individual(s)
who shall monitor and report to Contractor instances where an
Environment does not meet the specified Availability service level
using the contractor ticketing system. The State reserves the right to
measure independently.

Service Level Metric for On-
line Availability of the
Environments

99.95% during State business hours (7:45AM-5:00PM Eastern Time),
excluding weekends and State holidays and, otherwise, 99%.

Performance/ Capacity

Service Provider will monitor and meet the following performance/capacity
requirements and take corrective action by adding capacity/bandwidth as
required. These will be document by the Service Provider within the Capacity Plan:

e Servers CPU utilization is not to exceed 85%.

e Servers memory utilization is not to exceed 90%.

e Servers disk space utilization is not to exceed 80%.

e Wide Area Network (WAN) utilization is not to exceed 80%.

e Local Area Network (LAN) error rate percentage is not to exceed 0.01% for Inbound

or Outbound traffic.

e Solution will support 400 concurrent internal users at peak time (6:00am - 6:00pm

EST).




Sample Service Level Agreement

e Solution will support 100 concurrent internal users during Off-Peak hours (6:00pm -
6:00am EST).

e Solution support for external users is primarily website access therefore there
should be no limit on Solution supporting concurrent external users at any given
time, whether at peak time or during Off-Peak hours.

e Server capacity will support month end and year end processing capacity.

e Storage systems will have the capability to expand up to 20% in size per year.

1.1.1.6 Maintenance and Operations

Services will be delivered and managed remotely by the Service Provider, 24 hours a
day, 7 days a week, 365 days a year. Services shall follow Vermont Nonfunctional
Requirements, ITIL, and ITSM best practices.
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1.1.1.7 Real-Time Transaction Response Times (RTRT)

Real-Time Transaction Response Times (RTRT):

Type

Service Level

Frequency of Measure

After Go Live Date

Description

The Maximum System response time during Real-Time
Transaction Response Times (RTRT) will be 5 seconds or less
for search and lookup queries (this does not include ad-hoc
queries, dd, and analytics) during normal SOV business hours
of 7:00 AM to 5:00 PM local time. RTRT is defined as the time
elapsed after depressing an ENTER key (or clicking on a button
that submits the RTRT request for processing) until a response
is received back on the same screen.

The RTRT service level applies to workstations that meet
Contractor’s minimum specifications and utilize a one-
hundred-megabit local area network connection on a gigabit
Ethernet network backbone.

Contractor shall not be held responsible for RTRT in cases
where system operations are effected by events beyond
Contractor’s reasonable control as listed in the definition for
“Downtime Minutes”. The RTRT service level shall not apply to
any file generation transactions, database generation
transactions, report generation transactions, Electronic Form
display transactions and/or document/image transfer
transactions.

Reporting Period

The monthly sum of per incident of non-compliance as
reported by the State to the contractor using the contractor
ticketing system and solution system dashboard

Calculation

Number of per 0.5 seconds that the monthly average RTRT
exceeds the maximum response time of 5 seconds.

2.0% of monthly charge per 0.5 seconds that the monthly
average RTRT exceeds the maximum response time.

For purposes of this SLA seconds will be rounded up to the
nearest 0.5 of a second.

Data Sources

At the time of contract award the State shall identify the
individual(s) who shall report to Contractor any incidents
where the RTRT service level is not met using the contractor
ticketing system and solution system dashboard. Contractor
shall provide real-time recording software to be downloaded
on multiple devices to verify reported RTRT issues.

The State reserves the right to measure independently.

Service Level Metric for Real Time
Transaction Response Times

Average RTRT of 5 seconds or less
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1.1.1.8 Application Response Times (ART)

Level Agreement

Application Response Times:

Type

Service Level

Frequency of Measure

After Go Live Date

Description

The Maximum System response time for user interaction with
the Application, which does NOT include RTRT (above),
reporting-related, analytics, and ad-hoc transactions will be 1
second or less response time during normal business hours of
7:00 AM to 5:00 PM local time.

Application Response Times (ART) is defined as the time
elapsed after depressing an ENTER key (or clicking on a button
that submits the screen for processing or navigation) until a
response is received back on the same screen.

The ART service level applies to workstations that meet
Contractor’s minimum specifications and utilize a one-
hundred-megabit local area network connection on a gigabit
Ethernet network backbone.

Contractor shall not be held responsible for ART in cases
where system operations are effected by events beyond
Contractor’s reasonable control. The ART service level shall
not apply to any file generation transactions, database
generation transactions, report generation transactions,
Electronic Form display transactions and/or document/image
transfer transactions.

Reporting Period

The monthly sum of per incident of non-compliance as
reported by the State to the contractor using the contractor
ticketing system and solution system dashboard

Calculation

Number of per 0.5 seconds that the monthly average response
time exceeds the maximum response time of 1 second.

2.0% of monthly charge per 0.5 seconds that the monthly ART
average time exceeds the maximum response time.

For purposes of this SLA seconds will be rounded up to the
nearest 0.5 of a second.

Data Sources

At the time of contract award the State shall identify the
individual(s) who shall report to Contractor any incidents
where the ART service level is not met using the contractors
ticketing system and solution system dashboard. Contractor
shall provide real-time recording software to be downloaded
on multiple devices to verify reported ART issues.

The State reserves the right to measure independently.
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Application Response Times:

Service Level Metric for Real Time [Average ART of 1 second or less
Transaction Response Times

1.1.1.9 Service Change Requests
Service Provider will submit a Service Change Management Plan that conforms to the
State's existing system change management processes.
It will include the following components:

e Integration plan with other processes (Incident, Problem, Release, Configuration,
Knowledge).

e Scope of Service Change Management that is consistent and in agreement with the
State's scope.

e Responsibility matrix (RACI).

e Procedures and work instructions on how Provider's staff will utilize the Service
Change Management ticketing system to log, manage, track and close Request for
Changes (RFCs).

e Utilization of Change Tasks to manage and track individual activities related to the
change. Integration of these tasks with other HSEP providers is mandatory and the
plan will be documented.

e Maintain transparency for all Service Changes in the system of record with the State
and other Service Providers.

Service Provider will assess each proposed change for its business and technical risk
based upon mutually agreed criteria and weighting with the State. Risks will be
documented with the Service Change Management system of record through a request
for change (RFC). The Change Risk level will trigger the level of assessment and
approvals based upon the State requirements and existing processes. Service Provider
will schedule and log RFCs against Service Cls within the Service Change Management
system of record. These changes include, but are not limited to, modifications to
infrastructure, applications, configurations, processes, policies, to minimize impact on
the business.

Type Requirements Description Attribute 1: Attribute 2:
Standard Percentage

Generic The number of Requests successfully completed within 3 business | 95.0

Requests within the specified timeframe divided by the total days after

number of Requests. request received

Change Business requests that require assessment for within 5 business | 95.0

Request costing, level of effort, staffing or analysis days

Business completed within 5 business days of request
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Analysis - submission. The assessment shall be delivered to

Urgent the state in a mutually agreed format.

Change Business requests that require assessment for within 10 95.0
Request costing, level of effort, staffing or analysis business days

Business completed within 10 business days of request

Analysis - submission. The assessment shall be delivered to

Normal the state in a mutually agreed format.

Stabilization Period - Each Stabilization Period will be seven calendar days in duration,
commencing on the day that the Change is first made to the applicable Production
Environment. The following changes will not require a Stabilization Period: The
application of Maintenance Code Releases, including the application, mandatory
operating system fixes or patches, mandatory operating system fixes or patches,
changes to equipment or Infrastructure managed by Hosting Service Provider, database
fixes or patches, system maintenance required to maintain levels of functionality or
security that is neither requested by, nor caused by changes made by the State.

1.1.1.10 Incident Notification
Definitions:
Response and Initial Notification — Time between when the ticket is escalated to a
Severity Level 1 or Severity Level 2 Incident (start time) and the initial notification is sent
to the State (sent time)
Update Notification — Time between Initial Notification sent time and Update
notification sent time
Incident - means any malfunction or defect that causes or is likely to cause or result in
the Solution to fail to conform to the Requirements.
Incident start time - will be calculated when the ticket is categorized or reported as a
Severity Level 2 / Severity Level 1
Response Notification - the time period allowed for the Response and Initial
Notification for Severity Level 1 and 2 Incident Service Level Metrics
Severity Level 1 Incident - means an Incident that is characterized by the following
attributes: the Incident (a) renders a the Contractor provided Solution un-Available,
substantially un-Available or seriously impacts normal business operations, in each case
prohibiting the execution of productive work, and (b) affects either (i) a group or groups
of people, or (ii) a single individual performing a critical business function.
Severity Level 2 Incident - means an Incident that is characterized by the following
attributes: the Incident (a) does not render the Contractor provided Solution un-
Available or substantially un-Available, but a function or functions are not Available,
substantially Available or functioning as they should, in each case prohibiting the
execution of productive work, and (b) affects either (i) a group or groups of people, or
(ii) a single individual performing a critical business function.
Severity Level 3 Incident - means an Incident that is characterized by the following
attributes: the Incident causes a group or individual to experience an Incident with
accessing the Contractor provided Solution or a key feature thereof and a reasonable
workaround is not available, but does not prohibit the execution of productive work.
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11111 Out of Scope
To the extent Incidents are related or caused by system or parties outside the scope of
Contractor’s responsibility, or caused by third parties outside the scope of this Contract,
the information within the notification will depend on the information available to the
Contractor. Contractor shall still communicate per Incident Notification.
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1.1.1.12 Response and Incident Notification Service Level Agreement Table

Response and Incident Notification Service Level Agreement: Severity Level 1 and 2 Incidents

Type Service Level
Commencement Go Live Date
Description This Service Level measures the occurrence of any Severity Level 1 and 2

Incidents for which the Response and Initial Notifications, with respect
to any individual Incident, exceeds the timelines stated below.

Reporting Period

The monthly sum of per incident of suspected noncompliance as
reported by the State to the contractor using the contractor ticketing
system and solution system dashboard

Data Sources

Contractor’s will review SOV reports of non-compliance and will utilize
Contractor’s service ticket tracking system to verify non-compliance.

Service Level Metric

For Incidents occurring within the Scope of Contractor’s responsibility:

Severity Level 1 Incident Response and Initial Notification shall occur within 1
hour from the time the incident is escalated to Severity Level 1.

Severity Level 2 Incident Response and Initial Notification shall occur within 1
hour from the time the incident is escalated to Severity Level 2.

Severity Level 3 Incident Response and Initial Notification shall occur within 2
hours from the time the incident reported.

For Severity 1 and Severity 2 Incidents that extend for multiple days, update
notification intervals shall follow a mutually agreed upon schedule between
State and the Contractor

Service Level Credit

1% of the monthly Fee invoiced for the month in which the Service Level
default occurred for each Severity Level 1/ Severity Level 2 for which the
Incident Notification Service Level Metric was not met, with a maximum
of 3% of Fees per calendar month.
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Service Request
Service Request
Type Service Level
Commencement Go Live Date
Type Service Level
Description This Service Level measures the time it takes to fulfill the

standard requests listed within this table. The measurement shall
begin once the request has been submitted, using an agreed
upon request vehicle, until the request has been fulfilled as
agreed upon by State.

Service Level Metrics

Firewall Changes

5 Business days

Modifying an existing VM (e.g.
CPU, Memory, Storage)

5 days

Standing up a new environment

Based upon agreement, scope and schedule

Restore a file, file system,
directory or folder, including
records, and documents (non-
Incident related):

4 hours from onsite backup

4 Business days from off-site backup

Restoration of State Archived
Data

1 week

Service Level Credit

3.0% of the monthly Fee invoiced for the month for each
occurrence in which the Service Level default occurred for which
a Service exceeds the applicable Service Level Metric, with a
maximum of 10% of Monthly Fees for Service Requests.

1.1.1.14

Disaster Recovery (DR) and Backups

Full backups of the State's Environments will be taken weekly with incremental
backups taken daily with data stored offsite for the required retention period, to be
specified by the State. Service Providers will inform the State within 24 hours of the
State's Application service becoming unavailable. The State will make the decision to
declare a Disaster. Please refer to the State and Service Provider Business Continuity
Plan. Within seven days from the time a Disaster is declared by the State, the Hosting
Service Provider will deliver to the State’s address and contact person specified, a
backup containing the database, code tree and archive logs that resided on the
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Production Environment at the time that Hosting Service Provider created such

backup.
Event RTO RPO
Host Failure 5-10 min 0 min
Data Center Failure 1-2 hrs 15 mins
DR From D2D Backup 6-8 hrs 24 hrs

1.1.1.15 Recovery Point Objective (RPO)/Recovery Time Objective (RTO)
Event | RTO RPO Service Level SLC Example
SLA SLA Credit (SLC) Calculation
Host 10 min. | 0 min. | 10% fixed monthly | 10% fixed If a Host Failure was restored
Failure fee per incident monthly fee * | in 11 minutes and RTO SLC of
per day incident * 10% of monthly fee would be
lday accrued.
Not to exceed 15%
per month. If the Host Failure lead to the
loss of 1 minutes’ worth of
Incidentis SLA+1 data then a SLC of 10% of
minute. monthly fee would be accrued.
Data 2 hrs. 15 10% fixed monthly | 10% fixed If a Data Center Failure was
Center mins fee per incident monthly fee * | restored in 2 hours and 1
Failure per day incident * minute and RTO SLC of 10%
lday fixed monthly fee would be
Not to exceed 15% accrued.
per month.
If the Data Center Failure lead
Incidentis SLA+1 to the loss of 16 minutes’
minute. worth of data then a SLC of
10% fixed monthly fee would
be accrued.
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Event | RTO RPO Service Level SLC Example
SLA SLA Credit (SLC) Calculation
DR 6-8 hrs. | 24 hrs. | 10% fixed monthly | 10% fixed If a Data Center Failure
From fee per incident monthly fee * | occurred requiring a "DR From
D2D per day incident * D2D Backup" which restored
Backup lday in 8 hours and 1 minute and
Not to exceed 15% RTO SLC of 10% fixed monthly
per month. fee would be accrued.
Incidentis SLA+1 If a Data Center Failure
minute. occurred requiring a "DR From
D2D Backup" lead to the loss
of 24 hours and 1 minute’s
worth of data then a SLC of
10% fixed monthly fee would
be accrued.
1.1.2 Documentation:

Contractor shall provide the State with all documentation, including all information, data,
descriptive materials, software source code annotations and documentation in accordance
with such programming and coding documentation standards applicable to high quality
entities that develop, publish, license, maintain and support software generally, all
approved specifications, service level descriptions and details, any and all descriptions and
specifications of the requirements hereunder or created or developed hereunder,
operational, functional and supervisory reference guides, manuals and all other
information which is developed, prepared, used or otherwise available from Contractor, in
connection with and applicable to the provision, use, operation and support of the
[applicable solution]. Documentation shall be sufficient to enable the State to understand,
operate, use, access, support, maintain, update and modify the [applicable

solution]. Documentation shall also include all standards applicable to the [applicable

solution].

At a minimum, the Documentation to be provided will be in electronic format and

includes:

e All commercial documentation for software provided by the contractor.

e Documentation for Solution updates through new documentation versions.

e End User Manuals that are separate manuals for each component of the Solution
and include “cheat sheets” which can be used for easy reference by users.

e Configuration Manuals that are separate documents for each component of the
Solution and provide a full description and instructions on enabling the component.

e Operational Procedures that include all operational areas that are the responsibility
of the state, separate documents for each component that provides a full
description of the operational tasks and instructions on their execution.
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Security Administration Guide - In order to delegate selected security maintenance
tasks and responsibilities to a restricted number of agency employees, the
contractor must develop a comprehensive security guide. The contractor must
prepare a guide that combines general reference information with agency specific
procedures to assist security administrators in performing their duties.

Technical documentation - The contractor must produce complete solution
documentation that documents the application software and its architecture as it is
implemented for the State (e.g., application architecture, installation, configuration,
workflow development, operations, backup and recovery, diagnostics and security,
Internet access requirements) for all COTS and third party software products
implemented.
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Attachment C: Standard State Provisions for
Contracts and Grants

Revised: February 13, 2026

1.

Definitions: For purposes of this Attachment, “Party” shall mean the Contractor,
Grantee, or Subrecipient, with whom the State of Vermont is executing this
Agreement and consistent with the form of the Agreement. “Agreement” shall
mean the specific contract or grant to which this form is attached.

Entire Agreement: This Agreement, whether in the form of a contract, State-
funded grant, or Federally-funded grant, represents the entire agreement
between the parties on the subject matter. All prior agreements, representations,
statements, negotiations, and understandings shall have no effect. Where an
authorized individual is either required to click-through or otherwise accept, or
made subject to, any electronic terms and conditions to use or access any
product or service provided hereunder, such terms and conditions are not binding
and shall have no force or effect. Further, any terms and conditions of Party’s
invoice, acknowledgment, confirmation, or similar document, shall not apply, and
any such terms and conditions on any such document are objected to without
need of further notice or objection.

Governing Law, Jurisdiction and Venue; No Waiver of Jury Trial: This
Agreement will be governed by the laws of the State of Vermont without resort to
conflict of laws principles. Any action or proceeding brought by either the State or
the Party in connection with this Agreement shall be brought and enforced in the
Superior Court of the State of Vermont, Civil Division, Washington Unit. The
Party irrevocably submits to the jurisdiction of this court for any action or
proceeding regarding this Agreement. The Party agrees that it must first exhaust
any applicable administrative remedies with respect to any cause of action that it
may have against the State regarding its performance under this Agreement.
Party agrees that the State shall not be required to submit to binding arbitration
or waive its right to a jury trial.

Sovereign Immunity: The State reserves all immunities, defenses, rights, or
actions arising out of the State’s sovereign status or under the Eleventh
Amendment to the United States Constitution. No waiver of the State’s
immunities, defenses, rights, or actions shall be implied or otherwise deemed to
exist by reason of the State’s entry into this Agreement.

No Employee Benefits For Party: The Party understands that the State will not
provide any individual retirement benefits, group life insurance, group health and
dental insurance, vacation or sick leave, workers compensation or other benefits
or services available to State employees, nor will the State withhold any state or
Federal taxes except as required under applicable tax laws, which shall be
determined in advance of execution of the Agreement. The Party understands
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that all tax returns required by the Internal Revenue Code and the State of
Vermont, including but not limited to income, withholding, sales and use, and
rooms and meals, must be filed by the Party, and information as to Agreement
income will be provided by the State of Vermont to the Internal Revenue Service
and the Vermont Department of Taxes.

6. Independence: The Party will act in an independent capacity and not as officers
or employees of the State.

7. Defense and Indemnity:

A. The Party shall defend the State and its officers and employees against all
third-party claims or suits arising in whole or in part from any act or
omission of the Party or of any agent of the Party in connection with the
performance of this Agreement. The State shall notify the Party in the
event of any such claim or suit, and the Party shall immediately retain
counsel and otherwise provide a complete defense against the entire
claim or suit. The State retains the right to participate at its own expense
in the defense of any claim. The State shall have the right to approve all
proposed settlements of such claims or suits.

B. After a final judgment or settlement, the Party may request recoupment of
specific defense costs and may file suit in Washington Superior Court
requesting recoupment. The Party shall be entitled to recoup costs only
upon a showing that such costs were entirely unrelated to the defense of
any claim arising from an act or omission of the Party in connection with
the performance of this Agreement.

C. The Party shall indemnify the State and its officers and employees if the
State, its officers, or employees become legally obligated to pay any
damages or losses arising from any act or omission of the Party or an
agent of the Party in connection with the performance of this Agreement.

D. Notwithstanding any contrary language anywhere, in no event shall the
terms of this Agreement or any document furnished by the Party in
connection with its performance under this Agreement obligate the State
to (1) defend or indemnify the Party or any third party, or (2) otherwise be
liable for the expenses or reimbursement, including attorneys’ fees,
collection costs or other costs of the Party or any third party.

8. Insurance: During the term of this Agreement, Party, at its expense, shall
maintain in full force and effect the insurance coverages set forth in the Vermont
State Insurance Specification in effect at the time of incorporation of this
Attachment C into this Agreement. The terms of the Vermont State Insurance
Specification are hereby incorporated by reference into this Attachment C as if
fully set forth herein. A copy of the Vermont State Insurance Specification is
available at: https://aoa.vermont.gov/Risk-Claims-COl.

9. Reliance by the State on Representations: All payments by the State under
this Agreement will be made in reliance upon the accuracy of all representations
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made by the Party in accordance with this Agreement, including but not limited to
bills, invoices, progress reports, and other proofs of work.

10.False Claims Act: Any liability to the State under the Vermont False Claims Act
(32 V.S.A. § 630 et seq.) shall not be limited notwithstanding any agreement of
the State to otherwise limit Party’s liability.

11.Whistleblower Protections: The Party shall not discriminate or retaliate against
one of its employees or agents for disclosing information concerning a violation of
law, fraud, waste, abuse of authority, or acts threatening health or safety, including
but not limited to allegations concerning the False Claims Act. Further, the Party
shall not require such employees or agents to forego monetary awards as a result
of such disclosures, nor should they be required to report misconduct to the Party
or its agents prior to reporting to any governmental entity and/or the public.

12.Use and Protection of State Information:

A. As between the State and Party, “State Data” includes all data received,
obtained, or generated by the Party in connection with performance under
this Agreement. Party acknowledges that certain State Data to which the
Party may have access may contain information that is deemed confidential
by the State, or which is otherwise confidential by law, rule, or practice, or
otherwise exempt from disclosure under the State of Vermont Access to
Public Records Act, 1 V.S.A. § 315 et seq. (“Confidential State Data”).

B. With respect to State Data, Party shall:
i. take reasonable precautions for its protection;
ii. notrent, sell, publish, share, or otherwise appropriate it; and

iii. upon termination of this Agreement for any reason, Party shall
dispose of or retain State Data if and to the extent required by this
Agreement, law, or regulation, or otherwise requested in writing by
the State.

C. With respect to Confidential State Data, Party shall:
i. strictly maintain its confidentiality;

ii. not collect, access, use, or disclose it except as necessary to
provide services to the State under this Agreement;

iii. provide at a minimum the same care to avoid disclosure or
unauthorized use as it provides to protect its own similar
confidential and proprietary information;

iv. implement and maintain administrative, technical, and physical
safeguards and controls to protect against any anticipated threats
or hazards or unauthorized access or use;

v. promptly notify the State of any request or demand by any court,
governmental agency or other person asserting a demand or
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Vi.

request for Confidential State Data so that the State may seek an
appropriate protective order; and

upon termination of this Agreement for any reason, and except as
necessary to comply with subsection B.iii above in this section,
return or destroy all Confidential State Data remaining in its
possession or control.

D. If Party is provided or accesses, creates, collects, processes, receives,
stores, or transmits Confidential State Data in any electronic form or
media, Party shall utilize:

Vi.

Vii.

industry-standard firewall protection;
multi-factor authentication controls;

encryption of electronic Confidential State Data while in transit
and at rest;

. measures to ensure that the State Data shall not be altered without

the prior written consent of the State;

measures to protect against destruction, loss, or damage of State
Data due to potential environmental hazards, such as fire and
water damage;

training to implement the information security measures; and

monitoring of the security of any portions of the Party’s systems
that are used in the provision of the services against intrusion.

E. No Confidential State Data received, obtained, or generated by the Party
in connection with performance under this Agreement shall be processed,
transmitted, stored, or transferred by any means outside the United
States, except with the express written permission of the State.

F. Party shall notify the State within twenty-four hours after becoming aware
of any unauthorized destruction, loss, alteration, disclosure of, or access
to, any State Data.

G. State of Vermont Cybersecurity Standard Update: Party confirms that all
products and services provided to or for the use of the State under this
Agreement shall be in compliance with State of Vermont Cybersecurity

Standard Update in effect at the time of incorporation of this Attachment C
into this Agreement. The State of Vermont Cybersecurity Standard Update

prohibits the use of certain branded products in State information systems

or any vendor system, and a copy is available at:

https://digitalservices.vermont.gov/cybersecurity/cybersecurity-standards-

and-directives.

H. In addition to the requirements of this Section 12, Party shall comply with
any additional requirements regarding the protection of data that may be

included in this Agreement or required by law or regulation.
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13.Records Available for Audit: The Party shall maintain all records pertaining to
performance under this Agreement. “Records” means any written or recorded
information, regardless of physical form or characteristics, which is produced or
acquired by the Party in the performance of this Agreement. Records produced
or acquired in a machine-readable electronic format shall be maintained in that
format. The records described shall be made available at reasonable times
during the period of this Agreement and for three years thereafter or for any
period required by law for inspection by any authorized representatives of the
State or Federal Government. If any litigation, claim, or audit is started before the
expiration of the three-year period, the records shall be retained until all litigation,
claims, or audit findings involving the records have been resolved.

14.Nondiscrimination:

A. Fair Employment Practices and Americans with Disabilities Act: Party
agrees to comply with the requirement of 21 V.S.A. Chapter 5, Subchapter
6, relating to fair employment practices, to the full extent applicable, and
shall include this provision in all subcontracts for work performed in
Vermont. Party shall also ensure, to the full extent required by the
Americans with Disabilities Act of 1990, as amended, that qualified
individuals with disabilities receive equitable access to the services,
programs, and activities provided by the Party under this Agreement.

B. IT Accessibility Standards: Party acknowledges and agrees that any
digital products, services, and content provided under this Agreement,
whether supporting State programs or intended for the State's use, must
adhere to the State's accessibility standards and guidelines as established
by Section 504 of the Rehabilitation Act of 1973 and Title Il of the
Americans with Disabilities Act of 1990 (28 CFR Part 35) (hereinafter, for
purposes of this subsection B, the “Rule”). The Rule requires
communication and content on web platforms and mobile applications to
meet or exceed specific success criteria and conformance requirements.
The Rule applies to websites, software applications, electronic reports and
output documentation, and training delivered in electronic formats
(including, but not limited to, documents, videos, and webinars), and other
digital content. Information concerning the Rule and the State’s Universal
Digital Accessibility resources are available on the State’s Communications
and Marketing Office website at: https://cmo.vermont.gov.

i. Party warrants that the software, products, services, or subscriptions
provided under this Agreement, whether supporting State programs
or intended for the State's use (hereinafter, for purposes of this
subsection B, “Products”) comply with the Rule and agrees to
defend, indemnify, and hold harmless the State against any claims
related to a Product’s non-compliance with the Rule.

ii. When updates or upgrades are made to the Products available
through this Agreement, the Party agrees:

Attachment C: Standard State Provisions for Contracts and Grants Page 5 of 10


https://cmo.vermont.gov/accessibility/sov-universal-digital-accessibility/
https://cmo.vermont.gov/accessibility/sov-universal-digital-accessibility/

7~~~ _VERMONT

a) to develop functionality that supports accessibility in
conformance with the Rule and, if any issues arise due to
nonconformance with the Rule, to provide alternative
solutions upon request at no additional cost to the State; and

b) to document how the changes will impact or improve the
Product’s accessibility and usability. This documentation,
upon request, must be provided to the State in advance of
the update or upgrade, occurring within an agreed timeframe
sufficient for the State to review the changes and either
approve them or request a remediation plan from the Party.

iii. If agreed-upon updates fail to improve the Product’s accessibility
or usability as planned, such failure shall be a material breach of
this Agreement.

15.Offset: The State may offset any sums which the Party owes the State against
any sums due the Party under this Agreement; provided, however, that any offset
of amounts due the State of Vermont as taxes shall be in accordance with the
procedures more specifically provided in 32 V.S.A. § 3113.

16.Taxes Due to the State: Party certifies under the pains and penalties of perjury
that, as of the date this Agreement is signed, the Party is in good standing with
respect to, or in full compliance with, a plan to pay any and all taxes due the
State of Vermont.

17.Taxation of Purchases: All State purchases must be invoiced tax free. An
exemption certificate will be furnished upon request with respect to otherwise
taxable items.

18.Child Support: (Only applicable if the Party is a natural person, not a
corporation or partnership.) Party states that, as of the date this Agreement is
signed, Party is not under an obligation to pay child support or is in good
standing with respect to or in full compliance with a plan to pay any and all child
support payable under a support order. Party makes this statement with regard to
support owed to any and all children residing in Vermont. In addition, if the Party
is a resident of Vermont, Party makes this statement with regard to support owed
to any and all children residing in any other state or territory of the United States.

19. Sub-Agreements: Party shall not assign, subcontract, or subgrant the performance
of this Agreement or any portion thereof to any other Party without the prior written
approval of the State. Party shall be responsible and liable to the State for all acts
or omissions of subcontractors and any other person performing work under this
Agreement pursuant to an agreement with Party or any subcontractor.

In the case this Agreement is a contract with a total cost in excess of $250,000,
the Party shall provide to the State a list of all proposed subcontractors and
subcontractors’ subcontractors, together with the identity of those subcontractors’
workers compensation insurance providers, and additional required or requested
information, as applicable, in accordance with Section 32 of The Vermont
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Recovery and Reinvestment Act of 2009 (Act No. 54), as amended by Section 17
of Act No. 142 (2010) and by Section 6 of Act No. 50 (2011).

Party shall include the following provisions of this Attachment C in all
subcontracts for work performed solely for the State of Vermont and subcontracts
for work performed in the State of Vermont: Section 10 (“False Claims Act”);
Section 11 (“Whistleblower Protections”); Section 12 (“Confidentiality and
Protection of State Information”); Section 14 (“Fair Employment Practices and
Americans with Disabilities Act”); Section 16 (“Taxes Due the State”); Section 18
(“Child Support”); Section 20 (“No Gifts or Gratuities”); Section 22 (“Certification
Regarding Debarment”); Section 30 (“State Facilities”); and Section 32.A
(“Certification Regarding Use of State Funds”).

20. No Gifts or Gratuities: Party shall not give title or possession of anything of
substantial value (including property, currency, travel, and/or education programs)
to any officer or employee of the State during the term of this Agreement.

21.Regulation of Hydrofluorocarbons: Party confirms that all products provided to
or for the use of the State under this Agreement shall not contain
hydrofluorocarbons, as prohibited under 10 V.S.A. § 586.

22.Certification Regarding Debarment: Party certifies under pains and penalties
of perjury that, as of the date that this Agreement is signed, neither Party nor
Party’s principals (officers, directors, owners, or partners) are presently debarred,
suspended, proposed for debarment, declared ineligible, or excluded from
participation in Federal programs, or programs supported in whole or in part by
Federal funds. Party further certifies under pains and penalties of perjury that, as
of the date that this Agreement is signed, Party is not presently debarred,
suspended, nor named on the State’s Debarment List at:
https://bgs.vermont.gov/purchasing-contracting/debarment.

23.Conflict of Interest:

A. Organizational Conflict of Interest (OCOI): An OCOI arises when the
Party as a business entity has an interest (for example, customers,
partners, contracts) that could undermine, or reasonably be perceived to
undermine, its faithful and unbiased performance of this Agreement.

B. Personal Conflict of Interest (PCOI): A PCOI arises when an interest
held by an agent or employee of the Party could undermine, or
reasonably be perceived to undermine, the faithful and unbiased
performance of this Agreement.

C. Requirements: Party shall not have PCOls or OCOI’s with respect to this
Agreement nor with respect to any other agreement(s) it may hold with the
State. To ensure that PCOls and OCOls do not exist, the Party shall:

i. Conduct an internal review of its current affiliations and activities
and employees and agents and identify actual, potential, or
reasonably perceived PCOls or OCOils relative to this Agreement.
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Maintain effective oversight to verify compliance with PCOIl and
OCOI prohibitions.

Prevent PCOls, including not assigning or allowing an employee to
perform any role or task under this Agreement for which the Party
has identified a PCOI.

. Inform employees and agents of their obligation to disclose PCOls

and to comply with the confidentiality provisions and any non-
disclosure agreement required by this Agreement.

Make an immediate and full disclosure, in writing, to the State
point of contact for this Agreement of any actual or potential
PCOI or OCOI or the existence of any facts that may cause a
reasonably prudent person to perceive a PCOI or OCOI with
respect to this Agreement.

D. Remedies:

In the event the State determines that a PCOI or OCOI exists, the
State will discuss the matter with the Party to determine whether
the PCOI or OCOI can be mitigated to the State’s satisfaction.

If the State does not deem mitigation practicable, the State may
terminate all or a portion of this Agreement for default or pursue
such other remedies as may be permitted by law or this Agreement.

If Party fails to disclose facts pertaining to the existence of a potential
or actual PCOI or misrepresents relevant information to the State,
the State may terminate this Agreement for default or pursue such
other remedies as may be permitted by law or this Agreement.

24.Vermont Public Records Act: Party acknowledges and agrees that this
Agreement, any and all information obtained by the State from the Party in
connection with this Agreement, and any obligations of the State to maintain the
confidentiality of information are subject to the State of Vermont Access to Public
Records Act, 1 V.S.A. § 315 et seq.

25.Force Majeure: Neither the State nor the Party shall be liable to the other for any
failure or delay of performance of any obligations under this Agreement to the
extent such failure or delay shall have been wholly or principally caused by acts or
events beyond its reasonable control rendering performance illegal or impossible
(excluding strikes or lockouts) (“Force Majeure”). Where Force Majeure is
asserted, the nonperforming party must prove that it made all reasonable efforts to
remove, eliminate or minimize such cause of delay or damages, diligently pursued
performance of its obligations under this Agreement, substantially fulfilled all non-
excused obligations, and timely notified the other party of the likelihood or actual
occurrence of an event described in this paragraph.

26.Marketing: Party shall not use the State’s logo or otherwise refer to the State in
any publicity materials, information pamphlets, press releases, research reports,
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advertising, sales promotions, trade shows, or marketing materials or similar
communications to third parties except with the prior written consent of the State.

27.Termination:

A. Non-Appropriation: If this Agreement extends into more than one fiscal
year of the State (July 1 to June 30), and if appropriations are insufficient to
support this Agreement, the State may cancel this Agreement at the end of
the fiscal year, or otherwise upon the expiration of existing appropriation
authority. In the case that this Agreement is funded in whole or in part by
Federal funds, and in the event Federal funds become unavailable or
reduced, the State may suspend or cancel this Agreement immediately, and
the State shall have no obligation to pay Party from State revenues.

B. Termination for Cause: Either party may terminate this Agreement if a
party materially breaches its obligations under this Agreement, and such
breach is not cured within thirty (30) days after delivery of the non-
breaching party’s notice or such longer time as the non-breaching party
may specify in the notice.

C. Termination Assistance: Upon nearing the end of the final term or
termination of this Agreement, without respect to cause, the Party shall
take all reasonable and prudent measures to facilitate any transition
required by the State. All State property, tangible and intangible, shall be
returned to the State upon demand at no additional cost to the State in a
format acceptable to the State.

28.Continuity of Performance: In the event of a dispute between the Party and the
State, each party will continue to perform its obligations under this Agreement
during the resolution of the dispute until this Agreement is terminated in
accordance with its terms.

29.No Implied Waiver of Remedies: Either party’s delay or failure to exercise any
right, power, or remedy under this Agreement shall not impair any such right,
power, or remedy, or be construed as a waiver of any such right, power, or
remedy. All waivers must be in writing.

30.State Facilities: If the State makes space available to the Party in any State
facility during the term of this Agreement for purposes of the Party’s performance
under this Agreement, the Party shall only use the space in accordance with all
policies and procedures governing access to, and use of, State facilities, which
shall be made available upon request. State facilities will be made available to
Party on an “AS IS, WHERE IS” basis, with no warranties whatsoever.

31.Requirements Pertaining Only to Federal Grants and Subrecipient
Agreements: If this Agreement is a grant that is funded in whole or in part by
Federal funds:

A. Requirement to Have a Single Audit: The Subrecipient will complete the
Subrecipient Annual Report annually within 45 days after its fiscal year end,
informing the State of Vermont whether or not a Single Audit is required for
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the prior fiscal year. If a Single Audit is required, the Subrecipient will submit
a copy of the audit report to the Federal Audit Clearinghouse within nine
months. If a single audit is not required, only the Subrecipient Annual
Report is required. A Single Audit is required if the subrecipient expends
$1,000,000 or more in Federal assistance during its fiscal year and must be
conducted in accordance with 2 CFR Chapter I, Chapter I, Part 200,
Subpart F. The Subrecipient Annual Report is required to be submitted
within 45 days, whether or not a Single Audit is required.

B. Internal Controls: In accordance with 2 CFR Part Il, §200.303, the Party
must establish and maintain effective internal control over the Federal
award to provide reasonable assurance that the Party is managing the
Federal award in compliance with Federal statutes, regulations, and the
terms and conditions of the award. These internal controls should be in
compliance with guidance in “Standards for Internal Control in the Federal
Government” issued by the Comptroller General of the United States and
the “Internal Control Integrated Framework” issued by the Committee of
Sponsoring Organizations of the Treadway Commission.

C. Mandatory Disclosures: In accordance with 2 CFR Part Il, §200.113,
Party must disclose, in a timely manner, in writing to the State, all
violations of Federal criminal law involving fraud, bribery, or gratuity
violations potentially affecting the Federal award. Failure to make required
disclosures may result in the imposition of sanctions which may include
disallowance of costs incurred, withholding of payments, termination of the
Agreement, suspension/debarment, etc.

32.Requirements Pertaining Only to State-Funded Grants:

A. Certification Regarding Use of State Funds: If Party is an employer and
this Agreement is a State-funded grant in excess of $1,000, Party certifies
that none of these State funds will be used to interfere with or restrain the
exercise of Party’s employee’s rights with respect to unionization.

B. Good Standing Certification (Act 154 of 2016): If this Agreement is a
State-funded grant, Party hereby represents: (i) that it has signed and
provided to the State the form prescribed by the Secretary of
Administration for purposes of certifying that it is in good standing (as
provided in Section 13(a)(2) of Act 154) with the Agency of Natural
Resources and the Agency of Agriculture, Food and Markets, or otherwise
explaining the circumstances surrounding the inability to so certify; and (ii)
that it will comply with the requirements stated therein.

(End of Standard State Provisions)
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ATTACHMENT D
INFORMATION TECHNOLOGY SYSTEM IMPLEMENTATION
TERMS AND CONDITIONS (rev. 12/09/2025)

1. NOSUBSEQUENT, UNILATERAL MODIFICATION OF TERMS BY CONTRACTOR

Notwithstanding any other provision or other unilateral license terms which may be issued by Contractor
during the Term of this Contract, and irrespective of whether any such provisions have been proposed prior
to or after the issuance of an order for the products and services being purchased by the State, as applicable,
the components of which are licensed under the Contractor Documents, or the fact that such other agreement
may be affixed to or accompany the products and services being purchased by the State, as applicable, upon
delivery, the terms and conditions set forth herein shall supersede and govern licensing and delivery of all
products and services hereunder.

2. TERM OF CONTRACTOR’S DOCUMENTS; PAYMENT TERMS

Contractor acknowledges and agrees that, to the extent a Contractor Document provides for alternate term
or termination provisions, including automatic renewals, such sections shall be waived and shall have no
force and effect. All Contractor Documents shall run concurrently with the term of this Contract; provided,
however, to the extent the State has purchased a perpetual license to use the Contractor’s software, hardware
or other services, such license shall remain in place unless expressly terminated in accordance with the terms
of this Contract. Contractor acknowledges and agrees that, to the extent a Contractor Document provides
for payment terms which differ from the payment terms set forth in Attachment B, such sections shall be
waived and shall have no force and effect and the terms in Attachment B shall govern.

3. Ownership and License in Deliverable
3.1 Contractor Intellectual Property.

As between the parties, and subject to the terms and conditions of this Contract, Contractor and its third-
party suppliers will retain ownership of all intellectual property rights in the [System], and any and all
derivative works made to the [System] or any part thereof, as well as all Work Product provided to the
State (“Contractor Proprietary Technology”). The State acquires no rights to Contractor Proprietary
Technology except for the licensed interests granted under this Contract. The term “Work Product”
means all other materials, reports, manuals, visual aids, documentation, ideas, concepts, techniques,
inventions, processes, or works of authorship developed, provided or created by Contractor or its
employees or contractors during the course of performing work for the State (excluding any State Data
or derivative works thereof and excluding any output from the [System] generated by the State’s use of
the [System], including without limitation, reports, graphs, charts and modified State Data, but expressly
including any form templates of such reports, graphs or charts by themselves that do not include the
State Data).

Title, ownership rights, and all Intellectual Property Rights in and to the [System] will remain the sole
property of Contractor or its suppliers. The State acknowledges that the source code is not covered by
any license hereunder and will not be provided by Contractor. Except as set forth in this Contract, no
right or implied license or right of any kind is granted to the State regarding the [System] or any part
thereof. Nothing in this Contract confers upon either party any right to use the other party's trade names
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and trademarks, except for permitted license use in accordance with this Contract. All use of such marks
by either party will inure to the benefit of the owner of such marks, use of which will be subject to
specifications controlled by the owner.

3.2 State Intellectual Property; User Name

The State shall retain all right, title and interest in and to (i) all content and all property, data and
information furnished by or on behalf of the State or any agency, commission or board thereof, and to
all information that is created under this Contract, including, but not limited to, all data that is generated
under this Contract as a result of the use by Contractor, the State or any third party of any technology
systems or knowledge bases that are developed for the State and used by Contractor hereunder, and all
other rights, tangible or intangible; and (ii) all State trademarks, trade names, logos and other State
identifiers, Internet uniform resource locators, State user name or names, Internet addresses and e-mail
addresses obtained or developed pursuant to this Contract (collectively, “State Intellectual Property”).

Contractor may not collect, access or use State Intellectual Property for any purpose other than as
specified in this Contract. Upon expiration or termination of this Contract, Contractor shall return or
destroy all State Intellectual Property and all copies thereof, and Contractor shall have no further right
or license to such State Intellectual Property.

Contractor acquires no rights or licenses, including, without limitation, intellectual property rights or
licenses, to use State Intellectual Property for its own purposes. In no event shall the Contractor claim
any security interest in State Intellectual Property.

4. CONFIDENTIALITY AND NON-DISCLOSURE; SECURITY BREACH REPORTING

4.1 For purposes of this Contract, confidential information will not include information or material which
(a) enters the public domain (other than as a result of a breach of this Contract); (b) was in the receiving
party’s possession prior to its receipt from the disclosing party; (c¢) is independently developed by the
receiving party without the use of confidential information; (d) is obtained by the receiving party from
a third party under no obligation of confidentiality to the disclosing party; or (e) is not exempt from
disclosure under applicable State law.

4.2 Confidentiality of Contractor Information. The Contractor acknowledges and agrees that this
Contract and any and all Contractor information obtained by the State in connection with the
performance of this Contract are subject to the State of Vermont Access to Public Records Act, 1 V.S.A.
§ 315 et seq. The State will not disclose information for which a reasonable claim of exemption can be
made pursuant to 1 V.S.A. § 317(c), including, but not limited to, trade secrets, proprietary information
or financial information, including any formulae, plan, pattern, process, tool, mechanism, compound,
procedure, production data, or compilation of information which is not patented, which is known only
to the Contractor, and which gives the Contractor an opportunity to obtain business advantage over
competitors who do not know it or use it.

The State shall immediately notify Contractor of any request made under the Access to Public Records
Act, or any request or demand by any court, governmental agency or other person asserting a demand
or request for Contractor information. Contractor may, in its discretion, seek an appropriate protective
order, or otherwise defend any right it may have to maintain the confidentiality of such information
under applicable State law within three business days of the State’s receipt of any such request.
Contractor agrees that it will not make any claim against the State if the State makes available to the
public any information in accordance with the Access to Public Records Act or in response to a binding
order from a court or governmental body or agency compelling its production. Contractor shall
indemnify the State for any costs or expenses incurred by the State, including, but not limited to,
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attorneys’ fees awarded in accordance with 1 V.S.A. § 320, in connection with any action brought in
connection with Contractor’s attempts to prevent or unreasonably delay public disclosure of
Contractor’s information if a final decision of a court of competent jurisdiction determines that the State
improperly withheld such information and that the improper withholding was based on Contractor’s
attempts to prevent public disclosure of Contractor’s information.

The State agrees that (a) it will use the Contractor information only as may be necessary in the course
of performing duties, receiving services or exercising rights under this Contract; (b) it will provide at a
minimum the same care to avoid disclosure or unauthorized use of Contractor information as it provides
to protect its own similar confidential and proprietary information; (c) except as required by the Access
to Records Act, it will not disclose such information orally or in writing to any third party unless that
third party is subject to a written confidentiality agreement that contains restrictions and safeguards at
least as restrictive as those contained in this Contract; (d) it will take all reasonable precautions to protect
the Contractor’s information; and (e) it will not otherwise appropriate such information to its own use
or to the use of any other person or entity.

Contractor may affix an appropriate legend to Contractor information that is provided under this
Contract to reflect the Contractor’s determination that any such information is a trade secret, proprietary
information or financial information at time of delivery or disclosure.

5. SECURITY OF STATE INFORMATION

5.1 Security Standards. To the extent the Contractor or its subcontractors, affiliates or agents handles,
collects, stores, disseminates or otherwise deals with State Data, the Contractor represents and warrants
that it has implemented and it shall maintain during the term of this Contract the highest industry
standard administrative, technical, and physical safeguards and controls consistent with the latest version
of NIST Special Publication 800-53 and Federal Information Processing Standards Publication 200 and
designed to (i) ensure the security and confidentiality of State Data; (ii) protect against any anticipated
security threats or hazards to the security or integrity of the State Data; and (iii) protect against
unauthorized access to or use of State Data. Such measures shall include at a minimum: (1) access
controls on information systems, including controls to authenticate and permit access to State Data only
to authorized individuals and controls to prevent the Contractor employees from providing State Data
to unauthorized individuals who may seek to obtain this information (whether through fraudulent means
or otherwise); (2) industry-standard firewall protection; (3) encryption of electronic State Data while in
transit from the Contractor networks to external networks; (4) measures to store in a secure fashion all
State Data which shall include, but not be limited to, encryption at rest and multiple levels of
authentication; (5) dual control procedures, segregation of duties, and pre-employment criminal
background checks for employees with responsibilities for or access to State Data; (6) measures to ensure
that the State Data shall not be altered or corrupted without the prior written consent of the State; (7)
measures to protect against destruction, loss or damage of State Data due to potential environmental
hazards, such as fire and water damage; (8) staff training to implement the information security
measures; and (9) monitoring of the security of any portions of the Contractor systems that are used in
the provision of the services against intrusion on a twenty-four (24) hour a day basis.

5.2 Security Breach Notice and Reporting. The Contractor shall have policies and procedures in place
for the effective management of Security Breaches, as defined below, which shall be made available to
the State upon request.

In addition to the requirements set forth in any applicable Business Associate Agreement as may be
attached to this Contract, in the event of any actual security breach or reasonable belief of an actual
security breach the Contractor either suffers or learns of that either compromises or could compromise
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State Data (a “Security Breach”), the Contractor shall notify the State within 24 hours of its discovery.
Contractor shall immediately determine the nature and extent of the Security Breach, contain the
incident by stopping the unauthorized practice, recover records, shut down the system that was breached,
revoke access and/or correct weaknesses in physical security. Contractor shall report to the State: (i) the
nature of the Security Breach; (i1) the State Data used or disclosed; (iii) who made the unauthorized use
or received the unauthorized disclosure; (iv) what the Contractor has done or shall do to mitigate any
deleterious effect of the unauthorized use or disclosure; and (v) what corrective action the Contractor
has taken or shall take to prevent future similar unauthorized use or disclosure. The Contractor shall
provide such other information, including a written report, as reasonably requested by the State.
Contractor shall analyze and document the incident and provide all notices required by applicable law.

In accordance with Section 9 V.S.A. §2435(b)(3), the Contractor shall notify the Office of the Attorney
General, or, if applicable, Vermont Department of Financial Regulation (“DFR”), within fourteen (14)
business days of the Contractor’s discovery of the Security Breach. The notice shall provide a
preliminary description of the breach. The foregoing notice requirement shall be included in the
subcontracts of any of Contractor’s subcontractors, affiliates or agents which may be “data collectors”
hereunder.

The Contractor agrees to fully cooperate with the State and assume responsibility at its own expense for
the following, to be determined in the sole discretion of the State: (i) notice to affected consumers if the
State determines it to be appropriate under the circumstances of any particular Security Breach, in a
form recommended by the AGO; and (ii) investigation and remediation associated with a Security
Breach, including but not limited to, outside investigation, forensics, counsel, crisis management and
credit monitoring, in the sole determination of the State.

The Contractor agrees to comply with all applicable laws, as such laws may be amended from time to
time (including, but not limited to, Chapter 62 of Title 9 of the Vermont Statutes and all applicable State
and federal laws, rules or regulations) that require notification in the event of unauthorized release of
personally-identifiable information or other event requiring notification.

In addition to any other indemnification obligations in this Contract, the Contractor shall fully indemnify
and save harmless the State from any costs, loss or damage to the State resulting from a Security Breach
or the unauthorized disclosure of State Data by the Contractor, its officers, agents, employees, and
subcontractors.

5.3 Security Policies. To the extent the Contractor or its subcontractors, affiliates or agents handles,
collects, stores, disseminates or otherwise deals with State Data, the Contractor will have an information
security policy that protects its systems and processes and media that may contain State Data from
internal and external security threats and State Data from unauthorized disclosure, and will have
provided a copy of such policy to the State. The Contractor shall provide the State with not less than
thirty (30) days advance written notice of any material amendment or modification of such policies.

5.4 Operations Security. To the extent the Contractor or its subcontractors, affiliates or agents handles,
collects, stores, disseminates or otherwise deals with State Data, the Contractor shall cause an SSAE 18
SOC 2 Type 2 audit report to be conducted annually. The audit results and the Contractor’s plan for
addressing or resolution of the audit results shall be shared with the State within sixty (60) days of the
Contractor's receipt of the audit results. Further, on an annual basis, within 90 days of the end of the
Contractor’s fiscal year, the Contractor shall transmit its annual audited financial statements to the State.

5.5 Redundant Back-Up. The Contractor shall maintain a fully redundant backup data center
geographically separated from its main data center that maintains near realtime replication of data from
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the main data center. The Contractor’s back-up policies shall be made available to the State upon request.
The Contractor shall provide the State with not less than thirty (30) days advance written notice of any
material amendment or modification of such policies.

5.6 Vulnerability Testing. The Contractor shall run quarterly vulnerability assessments and promptly
report results to the State. Contractor shall remediate all critical issues within 15 days, all high issues
within 30 days, all medium issues within 60 days and low issues within 90 days. Contractor shall obtain
written State approval for any exceptions. Once remediation is complete, Contractor shall re-perform
the test.

6. CONTRACTOR’S REPRESENTATIONS AND WARRANTIES
6.1 General Representations and Warranties. The Contractor represents, warrants and covenants that:

(1) The Contractor has all requisite power and authority to execute, deliver and perform its
obligations under this Contract and the execution, delivery and performance of this Contract
by the Contractor has been duly authorized by the Contractor.

(i1) There is no outstanding litigation, arbitrated matter or other dispute to which the Contractor
is a party which, if decided unfavorably to the Contractor, would reasonably be expected to
have a material adverse effect on the Contractor’s ability to fulfill its obligations under this
Contract.

(ii1))  The Contractor will comply with all laws applicable to its performance of the services and
otherwise to the Contractor in connection with its obligations under this Contract.

(iv)  The Contractor (a) owns, or has the right to use under valid and enforceable agreements, all
intellectual property rights reasonably necessary for and related to delivery of the services
and provision of the Deliverables as set forth in this Contract; (b) shall be responsible for and
have full authority to license all proprietary and/or third party software modules, including
algorithms and protocols, that Contractor incorporates into its product; and (c) none of the
Deliverables or other materials or technology provided by the Contractor to the State will
infringe upon or misappropriate the intellectual property rights of any third party.

(v) The Contractor has adequate resources to fulfill its obligations under this Contract.

(vi)  Neither Contractor nor Contractor’s subcontractors has past state or federal violations,
convictions or suspensions relating to miscoding of employees in NCCI job codes for
purposes of differentiating between independent contractors and employees.

6.2 Contractor’s Performance Warranties. Contractor represents and warrants to the State that:

(1) All Deliverables will be free from material errors and shall perform in accordance with the
specifications therefor for a period of at least one year.

(i1) Contractor will provide to the State commercially reasonable continuous and uninterrupted
access to the Service, and will not interfere with the State’s access to and use of the Service
during the term of this Contract;

(ii1)) The Service is compatible with and will operate successfully with any environment
(including web browser and operating system) specified by the Contractor in its
documentation;

(iv)  Each and all of the services shall be performed in a timely, diligent, professional and skillful
manner, in accordance with the highest professional or technical standards applicable to such
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services, by qualified persons with the technical skills, training and experience to perform
such services in the planned environment.

(v) All Deliverables supplied by the Contractor to the State shall be transferred free and clear of
any and all restrictions on the conditions of transfer, modification, licensing, sublicensing
and free and clear of any and all leins, claims, mortgages, security interests, liabilities and
encumbrances or any kind.

(vi)  Any time software is delivered to the State, whether delivered via electronic media or the
internet, no portion of such software or the media upon which it is stored or delivered will
have any type of software routine or other element which is designed to facilitate
unauthorized access to or intrusion upon; or unrequested disabling or erasure of; or
unauthorized interference with the operation of any hardware, software, data or peripheral
equipment of or utilized by the State. Without limiting the generality of the foregoing, if the
State believes that harmful code may be present in any software delivered hereunder,
Contractor will, upon State’s request, provide a new or clean install of the software.
Notwithstanding the foregoing, Contractor assumes no responsibility for the State’s
negligence or failure to protect data from viruses, or any unintended modification,
destruction or disclosure.

(vii)  To the extent Contractor resells commercial hardware or software it purchased from a third
party, Contractor will, to the extent it is legally able to do so, pass through any such third
party warranties to the State and will reasonably cooperate in enforcing them. Such warranty
pass-through will not relieve the Contractor from Contractor’s warranty obligations set forth
herein.

6.3 Limitation on Disclaimer. The express warranties set forth in this Contract shall be in lieu of all other
warranties, express or implied.

6.4 Effect of Breach of Warranty. If, at any time during the term of this Contract, software or the results
of Contractor’s work fail to perform according to any warranty of Contractor under this Contract, the
State shall promptly notify Contractor in writing of such alleged nonconformance, and Contractor shall,
at its own expense and without limiting any other rights or remedies of the State hereunder, re-perform
or replace any services that the State has determined to be unsatisfactory in its reasonable discretion.
Alternatively, with State consent, the Contractor may refund of all amounts paid by State for the
nonconforming deliverable or service

7. TRADE SECRET, PATENT AND COPYRIGHT INFRINGEMENT

The State shall not be deemed to waive any of its rights or remedies at law or in equity in the event of
Contractor’s trade secret, patent and/or copyright infringement.

8. REMEDIES FOR DEFAULT; NO WAIVER OF REMEDIES

In the event either party is in default under this Contract, the non-defaulting party may, at its option, pursue
any or all of the remedies available to it under this Contract, including termination for cause, and at law or
in equity.

No delay or failure to exercise any right, power or remedy accruing to either party upon breach or default
by the other under this Contract shall impair any such right, power or remedy, or shall be construed as a
waiver of any such right, power or remedy, nor shall any waiver of a single breach or default be deemed a
waiver of any subsequent breach or default. All waivers must be in writing.
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9. NO ASSUMPTION OF COSTS

Any requirement that the State defend or indemnify Contractor or otherwise be liable for the expenses or
reimbursement, including attorneys’ fees, collection costs or license verification costs of Contractor, is
hereby deleted from the Contractor Documents.

10. TERMINATION

Upon termination of this Contract for any reason whatsoever, Contractor shall immediately deliver to the
State all State information, State Intellectual Property or State Data (including without limitation any
Deliverables for which State has made payment in whole or in part) (“State Materials”), that are in the
possession or under the control of Contractor in whatever stage of development and form of recordation
such State property is expressed or embodied at that time.

In the event the Contractor ceases conducting business in the normal course, becomes insolvent, makes a
general assignment for the benefit of creditors, suffers or permits the appointment of a receiver for its
business or assets or avails itself of or becomes subject to any proceeding under the Federal Bankruptcy Act
or any statute of any state relating to insolvency or the protection of rights of creditors, the Contractor shall
immediately return all State Materials to State control; including, but not limited to, making all necessary
access to applicable remote systems available to the State for purposes of downloading all State Materials.

Contractor shall reasonably cooperate with other parties in connection with all services to be delivered under
this Contract, including without limitation any successor provider to whom State Materials are to be
transferred in connection with termination. Contractor shall assist the State in exporting and extracting the
State Materials, in a format usable without the use of the Services and as agreed to by State, at no additional
cost.

Any transition services requested by State involving additional knowledge transfer and support may be
subject to a contract amendment for a fixed fee or at rates to be mutually agreed upon by the parties.

If the State determines in its sole discretion that a documented transition plan is necessary, then no later than
sixty (60) days prior to termination, Contractor and the State shall mutually prepare a Transition Plan
identifying transition services to be provided.

11. ACCESS TO STATE DATA:

The State may import or export State Materials in part or in whole at its sole discretion at any time (24 hours
a day, seven (7) days a week, 365 days a year), during the term of this Contract or for up to [three (3)
months] after the Term (so long as the State Materials remain in the Contractor’s possession) without
interference from the Contractor in a format usable without the Service and in an agreed-upon file format
and medium at no additional cost to the State.

The Contractor must allow the State access to information such as system logs and latency statistics that
affect its State Materials and or processes.

The Contractor’s policies regarding the retrieval of data upon the termination of services have been made
available to the State upon execution of this Contract under separate cover. The Contractor shall provide
the State with not less than thirty (30) days advance written notice of any material amendment or
modification of such policies.

12. AUDIT RIGHTS
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13.

Contractor will maintain and cause its permitted contractors to maintain a complete audit trail of all
transactions and activities, financial and non-financial, in connection with this Contract. Contractor will
provide to the State, its internal or external auditors, clients, inspectors, regulators and other designated
representatives, at reasonable times (and in the case of State or federal regulators, at any time required by
such regulators) access to Contractor personnel and to any and all Contractor facilities or where the required
information, data and records are maintained, for the purpose of performing audits and inspections
(including unannounced and random audits) of Contractor and/or Contractor personnel and/or any or all of
the records, data and information applicable to this Contract.

At a minimum, such audits, inspections and access shall be conducted to the extent permitted or required
by any laws applicable to the State or Contractor (or such higher or more rigorous standards, if any, as State
or Contractor applies to its own similar businesses, operations or activities), to (i) verify the accuracy of
charges and invoices; (ii) verify the integrity of State Data and examine the systems that process, store,
maintain, support and transmit that data; (iii) examine and verify Contractor’s and/or its permitted
contractors’ operations and security procedures and controls; (iv) examine and verify Contractor’s and/or
its permitted contractors’ disaster recovery planning and testing, business resumption and continuity
planning and testing, contingency arrangements and insurance coverage; and (v) examine Contractor’s
and/or its permitted contractors’ performance of the Services including audits of: (1) practices and
procedures; (2) systems, communications and information technology; (3) general controls and physical and
data/information security practices and procedures; (4) quality initiatives and quality assurance, (5)
contingency and continuity planning, disaster recovery and back-up procedures for processes, resources and
data; (6) Contractor’s and/or its permitted contractors’ efficiency and costs in performing Services; (7)
compliance with the terms of this Contract and applicable laws, and (9) any other matters reasonably
requested by the State. Contractor shall provide and cause its permitted contractors to provide full
cooperation to such auditors, inspectors, regulators and representatives in connection with audit functions
and with regard to examinations by regulatory authorities, including the installation and operation of audit
software.

DESTRUCTION OF STATE DATA

At any time during the term of this Contract within (i) thirty days of the State’s written request or (ii) [three
(3) months] of termination or expiration of this Contract for any reason, and in any event after the State has
had an opportunity to export and recover the State Materials, Contractor shall at its own expense securely
destroy and erase from all systems it directly or indirectly uses or controls all tangible or intangible forms
of the State Materials, in whole or in part, and all copies thereof except such records as are required by law.
The destruction of State Data and State Intellectual Property shall be performed according to National
Institute of Standards and Technology (NIST) approved methods. Contractor shall certify in writing to the
State that such State Data has been disposed of securely. To the extent that any applicable law prevents
Contractor from destroying or erasing State Materials as set forth herein, Contractor shall retain, in its then
current state, all such State Materials then within its right of control or possession in accordance with the
confidentiality, security and other requirements of this Contract, and perform its obligations under this
section as soon as such law no longer prevents it from doing so.

Further, upon the relocation of State Data, Contractor shall securely dispose of such copies from the former
data location and certify in writing to the State that such State Data has been disposed of securely. Contractor
shall comply with all reasonable directions provided by the State with respect to the disposal of State Data.

14. CONTRACTOR BANKRUPTCY.
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STATE OF VERMONT Contract # Page 21 of 21

Contractor acknowledges that if Contractor, as a debtor in possession, or a trustee in bankruptcy in
a case under Section 365(n) of Title 11, United States Code (the "Bankruptcy Code"), rejects this
Contract, the State may elect to retain its rights under this Contract as provided in Section 365(n)
of the Bankruptcy Code. Upon written request of the State to Contractor or the Bankruptcy Trustee,
Contractor or such Bankruptcy Trustee shall not interfere with the rights of the State as provided
in this Contract, including the right to obtain the State Intellectual Property.

Revision Date February 13, 2026
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